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Port Num Service Why it is phun!
7 echo Host repearts what you type
9 discard Dev/null
11 systat Lots of info on users
13 daytime Time and date at computers location
15 netstat Tremendous info on networks
19 chargen Pours out a stream of ASCII characters.
21 ftp Transfers files
23 telnet Where you log in.
25 smpt Forge email
37 time Time
39 rip Resource location
43 whois Info on hosts and networks
53 domain Nameserver
70 gopher Out-of-date info hunter
79 finger Lots of info on users
80 http Web server
110 pop Incoming email
119 nntp Usenet news groups -- forge posts, cancels
443 shttp Another web server
512 biff Mail notification
513 rlogin Remote login
who Remote who and uptime
514 shell Remote command, no password used!
syslog Remote system logging
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WBRFC ()90 it

+General Information
RFC1360 IAB Official Protocol Standards
RFC1340 Assigned Numbers
RFC1208 Glossary of Networking Terms
RFC1180 TCP/IP Tutorial
RFC1178 Choosing a Name for Your Computer
RFC1175 FYI on Where to Start:

A Bibliography of Inter-networking Information
RFC1173 Responsibilities of Host and Network Managers:

A Summary of the Oral Tradition of the Internet
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RFC1166 Internet Numbers

RFC1127 Perspective on the Host Requirements RFCs

RFC1123 Requirements for Internet Hosts—Application and Support
RFC1122 Requirements for Internet Hosts—Communication Layers
RFC1118 Hitchhiker"s Guide to the Internet

RFC1011 Official Internet Protocol

RFC1009 Requirements for Internet Gateways

RFC980 Protocol Document Order Information

+TCP and UDP

RFC1072 TCP Extensions for Long-Delay Paths

RFC896 Congestion Control in IP/TCP Internetworks
RFC879 TCP Maximum Segment Size and Related Topics
RFC813 Window and Acknowledgment Strategy in TCP
RFC793 Transmission Control Protocol

RFC768 User Datagram Protocol

+IP and ICMP

RFC1219 On the Assignment of Subnet Numbers

RFC1112 Host Extensions for IP Multicasting

RFC1088 Standard for the Transmission of IP Datagrams over
NetBIOS Networks

RFC950 Internet Standard Subnetting Procedure

RFC932 Subnetwork Addressing Schema

RFC922 Broadcasting Internet Datagrams in the Presence of Subnets

RFCOI9 Broadcasting Internet Datagrams

RFC886 Proposed Standard for Message Header Munging

RFC815 IP Datagram Reassembly Algorithms

RFCB814 Names, Addresses, Ports, and Routes
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RFC792 Internet Control Message Protocol
RFC791 Internet Protocol
RFC781 Specification of the Internet Protocol (IP) Timestamp Option

+Lower Layers

RFC1236 IP to X.121 Address Mapping for DDN

RFC1220 Point-to-Point Protocol Extensions for Bridging

RFC1209 Transmission of IP Datagrams over the SMDS Service

RFC1201 Transmitting IP Traffic over ARCNET Networks

RFC1188 Proposed Standard for the Transmission of IP Datagrams
over FDDI Networks

RFC1172 Point-to-Point Protocol Initial Configuration Options

RFC1171 Point-to-Point Protocol for the Transmission of
Multiprotocol Datagrams over Point-to-Point Links

RFC1149 Standard for the Transmission of IP Datagrams on Avian
Carriers

RFC1055 Nonstandard for Transmission of IP Datagrams over
Serial Lines: SLIP

RFC1044 Internet Protocol on Network System"s HYPERchannel:
Protocol Specification

RFC1042 Standard for the Transmission of IP Datagrams over
IEEE 802 Networks

RFC1027 Using ARP to Implement Transparent Subnet Gateways

RFC903 Reverse Address Resolution Protocol

RFC895 Standard for the Transmission of IP Datagrams over
Experimental Ethernet Networks

RFC894 Standard for the Transmission of IP Datagrams over
Ethernet Networks

RFC893 Trailer Encapsulations
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RFC877 Standard for the Transmission of IP Datagrams over
Public Data Networks

+Bootstrapping

RFC1084 BOOTP Vendor Information Extensions
RFC951 Bootstrap Protocol

RFC906 Bootstrap Loading Using TFTP

+Domain Name System

RFC1101 DNS Encoding of Network Names and Other Types
RFC1035 Domain Names—Implementation and Specification
RFC1034 Domain Names—Concepts and Facilities

RFC1033 Domain Administrators Operations Guide

RFC1032 Domain Administrators Guide

RFC974 Mail Routing and the Domain System

RFC920 Domain Requirements

RFC799 Internet Name Domains

+File Transfer and File Access

RFC1094 NFS: Network File System Protocol Specification
RFC1068 Background File Transfer Program (BFTP)
RFC959 File Transfer Protocol

RFC949 FTP Unique-Named Store Command

RFC783 TFTP Protocol (Revision 2)

RFC775 Directory Oriented FTP Commands

+Mail
RFC1341 MIME (Multipurpose Internet Mail Extensions) Mechanisms for

Specifying and Describing the Format of Internet Message
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Bodies
RFC1143 Q Method of Implementing Telnet Option Negotiation
RFC1090 SMTP on X.25
RFC1056 PCMAIL: A Distributed Mail System for Personal Computers
RFC974 Mail Routing and the Domain System
RFC822 Standard for the Format of ARPA Internet Text Messages
RFC821 Simple Mail Transfer Protocol

+Routing Protocols
RFC1267 A Border Gateway Protocol 3 (BGP-3)
RFC1247 OSPF version 2
RFC1222 Advancing the NSFNET Routing Architecture
RFC1195 Use of OSI IS-IS for Routing in TCP/IP and Dual Environments
RFC1164 Application of the Border Gateway Protocol in the Internet
RFC1163 Border Gateway Protocol (BGP)
RFC1136 Administrative Domains and Routing Domains:
A Model for Routing in the Internet
RFC1074 NSFNET Backbone SPF-Based Interior Gateway Protocol
RFC1058 Routing Information Protocol
RFC911 EGP ateway under Berkeley UNIX 4.2
RFC904 Exterior Gateway Protocol Formal Specification
RFC888 STUB Exterior Gateway Protocol
RFC827 Exterior Gateway Protocol (EGP)
RFC823 DARPA Internet Gateway

+Routing Performance and Policy
RFC1254 Gateway Congestion Control Survey
RFC1246 Experience with the OSPF Protocol
RFC1245 OSPF Protocol Analysis
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RFC1125 Policy Requirements for Inter-Administrative Domain Routing
RFC1124 Policy Issues in Interconnecting Networks

RFC1104 Models of Policy-Based Routing

RFC1102 Policy Routing in Internet Protocols

+Terminal Access

RFC1205 Telnet 5250 Interface

RFC1198 FYI on the X Window System

RFC1184 Telnet Linemode Option

RFC1091 Telnet Terminal-Type Option

RFC1080 Telnet Remote Flow Control Option
RFC1079 Telnet Terminal Speed Option

RFC1073 Telnet Window Size Option

RFC1053 Telnet X.3 PAD Option

RFC1043 Telnet Data Entry Terminal Option: DODIIS Implementation
RFC1041 Telnet 3270 Regime Option

RFC1013 X Window System Protocol, version 11: Alpha Update
RFC946 Telnet Terminal Location Number Option
RFC933 Output Marking Telnet Option

RFC885 Telnet End of Record Option

RFC861 Telnet Extended Options: List Option
RFC860 Telnet Timing Mark Option

RFC859 Telnet Status Option

RFC858 Telnet Suppress Go Ahead Option
RFC857 Telnet Echo Option

RFC856 Telnet Binary Transmission

RFC855 Telnet Option Specifications

RFC854 Telnet Protocol Specification

RFC779 Telnet Send-Location Option
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RFC749 Telnet SUPDUP-Output Option

RFC736 Telnet SUPDUP Option

RFC732 Telnet Data Entry Terminal Option

RFC727 Telnet Logout Option

RFC726 Remote Controlled Transmission and Echoing Telnet Option
RFC698 Telnet Extended ASCII Option

+Other Applications
RFC1196 Finger User Information Protocol
RFC1179 Line Printer Daemon Protocol
RFC1129 Internet Time Synchronization: The Network Time Protocol
RFC1119 Network Time Protocol (version 2) Specification
and Implementation
RFC1057 RPC: Remote Procedure Call Protocol Specification: Version 2
RFC1014 XDR: External Data Representation Standard
RFC954 NICNAME/WHOIS
RFC868 Time Protocol
RFC867 Daytime Protocol
RFC866 Active Users
RFC865 Quote of the Day Protocol,
RFC864 Character Generator Protocol
RFC863 Discard Protocol
RFC862 Echo Protocol

Network Management

RFC1271 Remote Network Monitoring Management Information Base
RFC1253 OSPE version 2: Management Information Base

RFC1243 Appletalk Management Information Base

RFC1239 Reassignment of Experimental MIBs to Standard MIBs
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RFC1238 CLNS MIB for Use with Connectionless Network Protocol (ISO
8473) and End System to Intermediate System (ISO 9542)

RFC1233 Definitions of Managed Objects for the DS3 Interface Type

RFC1232 Definitions of Managed Objects for the DS1 Interface Type

RFC1231 IEEE 802.5 Token Ring MIB

RFC1230 IEEE 802.4 Token Bus MIB

RFC1229 Extensions to the Generic-Interface MIB

RFC1228 SNMP-DPI: Simple Network Management Protocol Distributed
Program Interface

RFC1227 SNMP MUX protocol and MIB

RFC1224 Techniques for Managing Asynchronously Generated Alerts

RFC1215 Convention for Defining Traps for Use with the SNMP

RFC1214 OSI Internet Management: Management Information Base

RFC1213 Management Information Base for Network Management of
TCP/IP-based Internets: MiB-II

RFC1212 Concise MIB Definitions

RFC1187 Bulk Table Retrieval with the SNMP

RFC1157 Simple Network Management Protocol (SNMP)

RFC1156 Management Information Base for Network Management of
TCP/IP-based Internets

RFC1155 Structure and Identification of Management Information for
TCP/IP-Based Internets

RFC1147 FYI on a Network Management Tool Catalog: Tools for
Monitoring
and Debugging TCP/IP Internets and Interconnected Devices

RFC1089 SNMP over Ethernet

+Tunneling

RFC1241 Scheme for an Internet Encapsulation Protocol: Version 1
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RFC1234 Tunneling IPX Traffic through IP Networks

RFC1088 Standard for the Transmission of IP Datagrams over
NetBIOS Networks

RFC1002 Protocol Standard for a NetBIOS Service on a TCP/UDP
Transport: Detailed Specifications

RFC1001 Protocol Standard for a NetBIOS Service on a TCP/UDP
Transport: Concepts and Methods

+0SI

RFC1240 OSI Connectionless Transport Services on Top of UDP:
Version 1

RFC1237 Guidelines for OSI NSAP Allocation in the Internet

RFC1169 Explaining the Role of GOSIP

+Security

RFC1244 Site Security Handbook

RFC1115 Privacy Enhancement for Internet Electronic Mail:
Part III Algorithms, Modes, and Identifiers [Draft]

RFC1114 Privacy Enhancement for Internet Electronic Mail:
Part II Certificate-Based Key Management [Draft]

RFC1113 Privacy Enhancement for Internet Electronic Mail: Part I—
Message Encipherment and Authentication Procedures [Draft]

RFC1108 Security Options for the Internet Protocol

+Miscellaneous

RFC1251 Who"s Who in the Internet: Biographies of
IAB, IESG, and IRSG Members

RFC1207 FYI on Questions and Answers: Answers to Commonly
Asked "Experienced Internet User
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RFC1206 FYI on Questions and Answers: Answers to Commonly

Asked "New Internet User" Questions
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1S (b 59409 53 |y 25 saaaio =)
Start > Programs > Accessories > Command Prompt

cmd L command :auiwgiu RUN Goswd s -Y

(o 1P WS aw) Ol v sii] gwdl Gaawild U cwliw 0 ip waLS law

Toud salices Slpig, S ol sl

355950 owily Caoawd s sy ,Lasd |, Enter g auS b |, guysl Internet Explorer (IE) s -)
Lyl awlgisw g sguis s 035 Giwlos ip sdlisS wao sl alaz) sz 5l G Status Bar suss
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(- Slailios! ol, wxe ] .08 oadlin

Louds olxsl www.yahoo.com sl |, LIS ol )31

|
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1S )slo command prompt s |, ping jgiws -Y
ping domain ‘
5 s> yux o Ping kol LIS anll) oS alaso |y b ol ip pilsise s ol 5

paaigi s sk 1P 03, law Sy Wis (oS sw oslaiwlegw Siusl pu)ls wisS alive
ping sazin.com ‘
pgiiiiso Dlo> 9

Pinging sazin.com [63.148.227.65] with 32 bytes of data:

Reply from 63.148.227.65: bytes=32 time=821ms TTL=111
Reply from 63.148.227.65: bytes=32 time=821ms TTL=111
Reply from 63.148.227.65: bytes=32 time=822ms TTL=111
Reply from 63.148.227.65: bytes=32 time=811ms TTL=111

Ping statistics for 63.148.227.65:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 811ms, Maximum = 822ms, Average = 818ms

ol ITVEA,TYV,T0 ool 1P aS awls 9 50 aba>Mo
al ceowl Ulod Llg> (S ,3le www.sazin.com sl sazin.com Slsa |, ping giws L3I
gy adlgs welaio Jols> Slauls> S5 Slaculw sl

5ol 1 ol sy ol pols slaculu (vasy a4 Us,S Whois Uiugy uidolS o Sass g, =T
23S uli 393 585950 53 1w sl eS w0 9 Liuing) Ued (g p3so Bugs
http:/ /www.samspade.org/t/ipwhois?a=>0000xx ‘

U 1 s sl 95 5l (sSy sazin.com Sk Wio oS uli [ L5 5,90 Gwysl o Slsay as

S \.,ub

http://www.samspade.org/t/ipwhois?a=sazin.com ‘
M TR — (_ Y ’O_ /?
7 @ (5 iy %
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http://www.samspade.org/t/ipwhois?a=www.sazin.com
toawl L3 Oy80 W dgubsw Lalb axss )y aS S
whois -h magic 63.148.227.65

sazin.com resolves to 63.148.227.65

Trying whois -h whois.arin.net 63.148.227.65

Qwest Communications NET-QWEST-BLKS-2 (NET-63-144-0-0-1)
63.144.0.0 - 63.151.255.255

Neutron Digital Media Corp. QWST-63-148-224 (NET-63-148-224-0-1)
63.148.224.0 - 63.148.231.255

# ARIN Whois database, last updated 2002-09-04 19:05

# Enter ? for additional hints on searching ARIN"s Whois database.

ol 000 ,S3 093 9 Jgl Lhaw 5 ip gusl aS

pwiars | 5 2l peds bl Yahoo &5 culaw S | 3 Gig, 95 S

1 ping g, <--

1L,0A,V1, 774 <==== www.yahoo.com
T1,YIA, V), VaA <==== yahoo.com

: whois g, <--

T1, VA, V) L,AT <==== www.yahoo.com s...

TLYIA VY VAN <==== yahoo.com g 1£,0A,Vq,YY+

ya
oS 03wl Whois 5l cowl yigs L a8 cowl Ol SLsS Jols zuli

ip Syl Saiw pasani
DMS w G ol 5l sds Al U E U A aS g sw Saispmdi GuoMS 0 @ ip Syl
LPADDI SO Tyl |) l.g_J as .Li)lb wloc ))JJIS (C,B,A M) LJ_9|
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ol |, uldip plod GwMS Gl 30uS0 L 55 XXXK.YYY.YYY.YYY Cosoa |, ip )31 A GuMS -)
55 9 wowl saaul S, sla backbone o3g wMS (ol ccowl \TF LY G XXX aS 39 5w
P G weulw LS oululy gdisw oslawl il 5l ip 38,3 sl domain wus pKis

AsSso o [A 1 poMS Gl Lails

QJMS u.gl wowl 19) 9 VYA o XXX aS 390 50 JALJJ |) Lsul.ﬂlp‘pl.n] U.u“S U.Jl :B u.uus =Y

-_\.'\,J.QSLSWM/\j IJ Uu&lS u._ll ol 5)4)IS,¢ tSL@U.u\lS Q.l.o.>)|p.®

ool ol YYY 9 18T G 200¢ @S 3o Jobits [, SLaip plod GoMS il ol 1€ GuMS -
sy alass oul) 580 3l samsan all;l diakip clsas: a8 ol ISP ay Vgsss ls
ol S0 P pwi g Juaio wiysil @ dial-up wisoay SI oulil (o diiae

AiusS o pd [VE | puMS
Jol [, VYV sae B s @ g A GwMS L5 @ Lo XXX a5 wewl ol Wl G oS (sJlgw
YTV, +,+,) Mo wcowl 00l 955, Ulesss LisawolS Sy YTV aS cowl ol Lls> S sos

.Ulesg> sus localhost (susy Vgoso

il @ Jlail jl ass wbses ip U sl Cuwd

1315 39>9 (suglaio Sleal, LISl sl

oy s 2wl s Ul Us,S b b o wcowl ipoonfig jeiws 5l eslaiwl ol guyicsl, -)
Windows 2000 IP Configuration

PPP adapter neda:

Connection-specific DNS Suffix . :

IP Address. . ..........:217.66.198.116
SubnetMask . .......... : 255.255.255.255
Default Gateway . ........:217.66.198.116

(X5 0050 M9 |y (seusSo Aiuaso) - dwinn Ip Address Jlaw s sslgicse |, 0L ip guw,sl aS
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command > |, netstat -n jeiws a2 9 4GS U axsn S J8las ol @ Jlail jl asy Y
ey s @l @ seiws ¢l wubi b oo .S ol prompt
Active Connections

Proto Local Address Foreign Address State

TCP 217.66.198.116:2469 64.58.76.177:80 ESTABLISHED
TCP 217.66.198.116:2471 66.163.175.130:80  ESTABLISHED
TCP 217.66.198.116:2473 212.73.194.143:80  ESTABLISHED
TCP 217.66.198.116:2474 212.73.194.143:80  ESTABLISHED
TCP 217.66.198.116:2476 212.73.194.136:80  SYN_SENT

Ol 55 oo P el waawl Jlasl Ol 55 o ip «syls L8 Local Address w)le 45 aS (sugiw

owl 039 TV, 1,194,011 Jlail

yahoo messenger UL chat p8id Jslas W b ip US,S Loy
S swi LS aSus VI oL (s0uad Giugy l 1SS
9 3,15 il @ dial-up Mo Jlasl SO loww Jio aS (oS Mo cnMS S5 0,b) pudlescswo
3,8 leMbl S (S sw chat loww b s,ls Loyd
b vgig) plgzcse aud> ol 55 wciwsl Ip g S WL aS slasSs Gl pd 3590 ol 5>
Ligicso Syl (S s e PM O e0 @ Yahoo messenger (b sl a5 @ b (sadg aS pu
hiad aS piS 5w Loy 5w AiSswei IS a8 Ligy il aS 5,8 asgr Wb andl S [y gy ul ip
S s Gy b Ha S L
1S ol | Lo e jsiws Sl S

netstat -n

netstat

| ol yigasolS ol Wilgiswo olS pgs soiws 9wl blio B,k ip WSS law Sl (sl Lgiws

Aes wlas leew sy

Py 5 @l @ g 3,5 Gl |, netstat -n jgiws oo
Active Connections
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Proto Local Address Foreign Address State

TCP 195.219.176.126:1296 66.163.173.77:5050  ESTABLISHED

TCP 195.219.176.126:1341 66.218.75.149:80 LAST_ACK

TCP 195.219.176.126:1325 212.234.112.74:5101 SYN_SENT
Foreign L Local Address ;> aS auS sw law |, Siaw aS cowl ol S 5w aS s,18 sl
55 by wcale Sbi 3300 s 3T s Jlis ol s bl acals 0Y+) ey ol Address
Local Address wgiw 45 L3l @il wowl 01+ Ul @y 3l b | Foreign Address wgiw

Foreign Address ugiw I |, Jlis 8,b ip aus,S low | o Ol (sudg .3, soi (09,8 391 pd
ol VIV, YTE Y, VE Jilio @ub ip Jbio ool 5 wauiScsw lag shiw olos ;i
pdaanyse s 2ulis @ 03,5 s oslaiwl netstat ;i « netstat -n sla, 3|

Active Connections

Proto Local Address Foreign Address State

TCP artawill...:1296 ¢s55.msg.sc5.yahoo.com:5050 ESTABLISHED
TCP  artawill...: 1298 dI3.yahoo.com:http TIME_WAIT

TCP  artawill...:1325 Majid:5101 SYN_SENT

Souw Ulod 3580 55 9 Mo Jua (swoewl S Usleo a0 b ip aed aS awlo,89 5w aa>Mo
dial- Jilao @b aS sall> s aidl) awusicso | 3,8 5isasolS ol Jilao Wb ip Sl ay L]
(S B8 awad awls up

paSse b 1) netstat -n jgiws 6,Les 9 .39 0 @dlal pd 35 pM K aS asS o9 V>
piwcso b s el Y
Active Connections

Proto Local Address Foreign Address State
TCP 195.219.176.126:1296 66.163.173.77:5050 ESTABLISHED
TCP 195.219.176.126:1344 64.58.77.197:80 ESTABLISHED
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TCP 195.219.176.126:5101 212.234.112.74:3735 ESTABLISHED
TCP 195.219.176.126:5101 194.225.184.95:1460 ESTABLISHED
@ bgiyo YIV,TTEN T, VE aS eildsw Ugx g bl 01+) wye Shls aS p)ls Jhaw Lgs OV

ol (509> pmM @ by e 195, TY0,1AL,90 Gaw >y (sl 85
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§ s> Whois

0> wleMbl wowsS Vled Whois ;1 b jshhie Med (sJg sls ail,l Ulgs sws Whois Sl (IS s
(wloaw Lwl ip @y domain Jyaw sl whois 5l (swols g6i U Wad) Ll vyl S 5,90

Mio) domain S L g ip o)locis U 5590 55 wleMbl wuwS pds plil pbdlgs o 3950l aS 1S
S anba g 00 Jog il a4 ub oleMbl ol S sl wanwl ol (irib.com
il 5l 1, oleMbl g o Juaio a5ls |5 ... , domain wus asubg aS Lols Slaculw Spw
Ah ) by il o3ug (uleMbl slasil) database ols slacolw ol a8 cwles)s
30,8 Ulgicsw | s slagug, eyl 1 wleMbl oul cowsS sl

Aol @ Sygiws wloas Jog il @ puSeid b pusSiie Jole piw sk Sl 581 -)
3929 W Jolepicucw il Sly aS (ol Sla,l38l0,0 5l adlgicso U g .5)ls 39>9 Lesl ,> whois
399 3909 3 sgiwd (ol 9 el j9au9 Sg) Lz UMb sy .auS eslaiwl ( Xwhois Jio) 5,15
Sl

WhOiS Sy g Sagy @ aS) )l 3929 b sla,liele,s e ,> WS whois sy =T
SamSpade ¢ Netscan tools a,l3910,0 ¢l Gusisspaice 3l (sls pdles s C ob; s |, bawgie
g Ll LS ol liza b sidians Lo U puS s 5k 9500 U o Lpaal 51 (59 ]

L gz ool &S cowl suldcubv Sl eslasuwl oo LIS @ aud> ol )5 bo aS (s, -Y

add> s plil Lo tSl).;

D, 5929 wwldwwlw a> > whois s datebase
Sl a6, be Weuyisprine asS ai)ls |) osls ol eubw ;1 sb; slass
whois.internic.net (The InterNIC)
whois.onlinenic.com (The OnLineNIC)
whois.arin.net (American Registry for Internet Numbers)
whois.ripe.net (European IP Address Allocations)
whois.apnic.net (European IP Address Allocations)

whois.nic.mil (US Military)
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whois.nic.gov (US Government)
ol Org , net , com sl domain cud cuylw Guyijspaise Coluw oulsl
5 aSwl sl g uds o pll | domain wuws Joe (salize Slaculw 05950l aS auS asg
wleMbl LU pusS S uleMbl (5,1 Lol domain S gdlg ;> aS) Lols ol S5 3,80
Gl (ISiio LS ol Usx 9wl 0315 plxl |, domain s aS puuSs wsiulw Ol 5l 1, abgy,e
liol8 al 98 S e aslimsol 5 €y ipalnssgln 5 wis VIl sl sg 51 astazal xSl ay
35S0 ol syl 5 L uliasleMbl cylps 53 eyl Of 333) 1S sw sioskw Lo Sl
JSie pd sbj (sug Wlnso uiz skl &S cowl [S3a o3V L)l bwly Gus S bad g
sl sy sl oWl a8l pm ad¥lie: sjpnreglin Picam)
http:/ /www.samspade.org/t/whois?a=300000xxx
395 S,000 53 | alol> pupl 9 peugicso 16l L g ol guysl 000000006 Sl as
paawgiosw 1op9bu wowsas (sileMbl sazin.com culw 3,80 55 pdlez J3I Wio . ouiu swo
http://www.samspade.org/t/whois?a=sazin.com
1l cows a5 wleMbl g
sazin.com is registered with BULKREGISTER.COM, INC. - redirecting

to whois.bulkregister.com

whois -h whois.bulkregister.com sazin.com

The data in Bulkregister.com"s WHOIS .......ccccoiniinininnn (deleted)

SazinNetWork
2nd.Floor,Bldg#116,Mollasadra Ave.
Tehran, TEH 14358
IR

Domain Name: SAZIN.COM

Administrative Contact:
TR o (8 o 71
7 @ (5 iy %
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Mohammad Hajati mjhajati@hotmail.com
Sazin Rasaneh Co.
4th.Floor,Bldg.339,Mirdamad Ave.
Tehran, TEH 19696
IR
Phone: +98 21 8787064
Fax: +98 21 8789841

Technical Contact:
Mohammad Hajati mjhajati@hotmail.com
Sazin Rasaneh Co.
4th.Floor,Bldg.339,Mirdamad Ave.
Tehran, TEH 19696
IR
Phone: +98 21 8787064
Fax: +98 21 8789841

Record updated on 2002-03-02 05:47:36

Record created on 1999-05-10

Record expires on 2007-05-10

Database last updated on 2002-09-15 08:58:02 EST

Domain servers in listed order:

DNS.SAZIN.COM 80.78.134.221
S1.SAZIN.COM 63.148.227.63
S2.SAZIN.COM 63.148.227.64

ool Cowsas Olgicso b ool 4 1) culw ol 5580 55 Sl oleMbl aS 1uS 5w ab>o
aidl ... 5 Gl 03l plxl |, wud LIS Admin Olgicay aS (swaseds « ISP Lusl 3,80, (sileMbl

iy (sebd b, lpbl Ol péaw 9 s 3,90 55 Ulgicsas pd 5l
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2> Jle ¢l 5> aS) Domain servers L DNS Servers caoawd s |, oleMbl ¢uyu0p0 ;I Sslas
SoS @ aS pS s Mad (g sls pdlys auiogi oyl ool 3,90 55 ey iueso (3,15 18 )5
Ulgicso nslookup ol @ S)giws SoS @ pousygl cowsay L3 3 aS ewpnl ais guod

S0 sl Sagia aS 39l cwsay Syl b wleMbl

whois Cow aslsl

S 5,80 L wleMbl cowsS) dns Whois G .03, cuso dns Whois g ip Whois 5,0 ,> W8
L3 Aol g, (Lol domain

S Sl as alsswe il 03,5 caws g, Whois ¢ul 31 . e5,S eslacwl SamSpade wulw 5l
aols bl aS cowl uldcubw Ul Jbo a3 ls> (b (auels) domain ;1 s,w
pis r @ aS wsS wb ulyl (wldles Slaaiols 300 55 ciwd Olyl We uldl,e>
QS swo L8 SamSpade wuluw whois > aS 5,5 Jlio .( neda.net.ir (Mo ) Mg swo
0> aSl wleains wus internic.net s aS sowd .org , .net , .com saisls ;I sl
aS wla domain «wi uw Jlw s . sanjesh.org Wio ) wleaw «us domainpeople.com
o yobaiol L35 WV (sJg sgu internic.net & paiso (isgs Org, net, com og,S >

£ 3l aS cuwl domain Ol g9 @ asgi wuds plxil 4L ws,S whois sl LU luw aS L8
tawS oslaiwl 4y Slaculbw 5l S 5l Ol 5l as ... 9 ol biz b cwl ir b cawl com

linternic.net -\

museum , int , info , coop , biz , arpa, aero sl .ccwl Jlc edu , org , net, com sl
390 oslaiwl wlgisw o

lowsiws uilgicsw U http://www.internic.net/whois.html ;I cowl o)le abgio g axan
FAaugis 555950 53

Slea, as whois_nic=xxxxoxx&http://www.internic.net/cgi/whois?type=domain

far30.com :xowwgis 1L Mis XXXXXXXX

: nicir -y
Ao osleiwl ir sl

http://whois.nic.ir/ ;| cowl w)le abgsyo ug axan
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Dwww.tv -7

ewl sJle cc, info , biz , tv sl

gy LS 59,0 55 lowsiue Algicse b http://www.tv/ 1 cowl w)lie abgsyo wg axin
tld=zzzz&http://www.tv/en-def-8e33e8cf5Se3c/cgi-bin/whois.cgi?domain=yyyyyy

b 2222 S> @, 9 hack axuusis LU YYYYY Sl @, eaS whois |, hack.tv Wie slssw SI as

tv s

: domainpeople.com -¥
.wl Jle info , org , net , com , name , biz sl

http://whois.domainpeople.com/ ;| cowl o lic abgsyo g axan

aS wewl Ul Cle ccowl Siido Y9 ) ,> org, net, com awloyd sw ab>Mo aS jghiles
aS aS swd (59,9 LS WhOis Sl (s digubise b o)le> s e 3 sl > B o
LS s o)gngg) ,ng Ug> Q\o)l.p,?; (FEWAY oslaiwl ._5\J5| _j| loes

nslookup ;I eslaiw! SigsS>

soiiws SeS a5 whois (a1, ;1) il 03,9 cowsay |, culw Sy DNS Server aS _sudg
g ool eslaiwl @ik 558 oy culw Of 5,90 55 (sdlol (suleMbl wlgieswo nslookup
HOWW VRO

Cowsas suleMbl (far30.com) eses> wulw Domain Server 5l pslgssw o aS S 5,9

:5,l> Server DNS L Name Server Ugs aS piw sw 0uS Whois culw ¢l @ )31 .0l

sl.sazin.com
s2.sazin.com
piS £9,ui pilgicso 9 p)ls |, com.far30 @ bbgs 0 DNS Server (sl s Vs
eS|l g gy prompt command s |, nslookup ,giaws =)
T TR —
7 © el ta Z/
3 = L) i
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C:\>nslookup
pimowe L aulo g
*** Can"t find server name for address 192.168.20.3: Non-exi...
*¥¥* Can"t find server name for address 192.168.20.1: Non-exi...
*** Default servers are not available
Default Server: UnKnown
Address: 192.168.20.3

>

SuS wl.a |) Q|)3£.w> A¢J|_9§i¢\nl.o~..2:._susz_l < CoMe

puiSso b | b s9iwd > coMe el s -Y
> server dns_server ‘
Cwlw Sy o oaagis | Sbis,90 culw DNS Server gu,sl ub dns_server sls a, as

139k sw far30.com
> server sl.sazin.com ‘
pgidi e Lls> o
Default Server: sl.sazin.com
Address: 63.148.227.63
DNS 1 auwilgicse a5 9 S b ) sgiws ol 05L93 b upSisw Uas play al>so ol 5> SSI

oS o3laiwl « oy 9l cowsay far30.com sl whois s aS swgs Server

1S b s seiws -T
> set type=any ‘

:,o,ugi‘_s\.o Cowd |) wleMbl 22 )Gawd SwoS a4 Vs -¥
>Is-d site name. ‘

agwese far30.com sl as

>Is -d far30.com. ‘
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Sysb il cowl Jip pd buw placliS (dot) aba S culw powl jl a2y aS 2SS wds

g Jol> 55 ol - awgi

[s1.sazin.com]
far30.com. SOA sl.sazin.com admin.sazin.com.
(2002070412 3600 600 86400 3600)
far30.com. A 63.148.227.65
far30.com. NS sl.sazin.com
far30.com. NS  s2.sazin.com
far30.com. MX 10 mail.far30.com
far30.com. MX 15 far30.com
CNAME far30.com ftp
mail A 63.148.227.65
www CNAME far30.com
far30.com. SOA  sl.sazin.com admin.sazin.com.
(2002070412 3600 600 86400 3600)
>

oleMbl o8 S)sbiwed il | (vass sJg 3,5 pdlss Cuxo Ll S35 3,015 5500 5 lasy
0l exolg
g swo 2, nslookup 5l g 65,8 ol > Llso |, exit jgiws -0

Aud> plwl neda.net.ir culw 3580 55 1) L8 Gaod e Sl looi
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€ s> UDP g TCP

35S Saupaandi alize SlaaV @ Ulgisw 39,050 LS (sl bl sl as TCP/IP Jas
Joli 595 aS cwl host2host bli,l @V (waV gl 51 SO bl es s pungi yiviw las asS
: UDP g TCP slpol @ wuwl JSUg,0 93

: TCP (Transmission Control Protocol) -\

wsauxo UDP @ cuuis Syinpo JSign Vool o cowl Jislescl LB o Lised JSign ol
Sl pa | Uas JyuS gldaiuwy (il ubles JSigs ol -3ebiiso

: User Datagram Protocol) UDP) -Y

ol TCP @y aiuwlg 3,lgo 5l (slus 55 9 ol 03i (s> l,b overflow juslS sl g ol
ol paiSisw L85 bLol 505 JiguolS S g, ol wigr Su b sy aS ol il ppe WS
iDL seols JignelS S pudlssie (a9 Gulailio il UDP L TCP g95 5l wilgise bl

29 oy WU 93,8 S oy B

il o louw Syl D)) Sdiy paniy

T1YT U o S, -)

L ogdso oslawl pols puugrw S Shy plaS,a VYgoso 5 diwd BO,e orrisprive
Ayload Ll Jud wlud> s g ol 5l slass

1 £910) U ) +TE S, -7

L aS (a8 aSl i baise (sl Sdguwg,w 5l Sugud U lasin o,s Sl Srw ol
38,5 «( Netscape Navigator L Internet Explore Jio)wu il 58,950 diile aSw Llul &
Cute-FTP L WS-FTP Jio) FTP s, 13810, «( Edura L Outlook o) E-mail <db,s ¢ JLw,l
€9 axgi L) soraw L bli)l S g 0o 5L random wige @ g ol 51 S aiSswo LIS (
Syl Bosls g vatyshBay Gocl T T 6l byl sa8 absoss 48 waabul o
B FENVIST SUWRUSH VI RCOW VWL IV I YOS VIS BN O VRO VAL VYRR VWA VR G| RN

AiugS o od o register Slaw,gy | w,gs Sy ol suVb Slade,gy

T /f\““ ey ’o_§| 71
EJ & \S) i) S
(@caffeinebookly  caffeinebookly (@caffeinebookly caffeinebookly  t.me/caffeinebookly



:7looYo U £9)0Y so,9) -V

Sy rw Spw S Sl il Csewlwl 5,08 g 03wl wyna Bo,e 5l Spw ol
o adl cowl (Cowl LisawslS WS Hack sy aS) Wtrojan lwgi b g wowl il pols

Linod WBS1upwis ool 9 1S sw oslaiwl o T ws, Slaw,e ;| Bgyeo slatrojan ;|

VoVE YL 9 VoVE o) gy @ |, ba,g sl aS cowl cle Guod 5 G L8,

o ol o3 b 5idelS cawd SO VY 008 o U pusiogo 3580 5> 095 Ad> 5>

AuS SIS 1 ol sl anwls asslo Sy JolS livuws @550 So 1uslgs o Sl 08 50

Slaol=gyi Ly WS DUlxg)5 3590 55 i gud Vb Sid 50 9 serel pwos S s

Ports TCP/UDP

Service or Application

7 tcp echo

11 tcp systat

19 tcp chargen

21 tcp ftp-data

22 tcp ssh

23 tcp telnet

25 tcp smtp

42 tcp nameserver

43 tcp whois

49 udp tacacs

53 udp dns-lookup

53 tcp dns-zone

66 tcp oracle-sglnet

69 udp tftp

79 tcp finger

o Y
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80

81

88

109
110
111
118
119
135
139
143
161
162
179
256
389
396
407
443
445
445
500
513
513
514
514
515
515
520
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tcp
tcp
tcp
tcp
tep
tcp
tcp
tcp
tep
tep
tcp
udp
udp
tep
tep
tcp
tcp
tep
tcp
tcp
udp
udp
tcp
udp
tep
udp
tcp
udp
udp

http
alternative for http
kerberos or alternative for http
pop2

pop3

sunrpc

sqlserv

nntp

ntrpc-or-dec
netbios

imap

snmp

snmp-trap

bgp
snmp-checkpoint
Idap

netware-ip
timbuktu

https/ssl
ms-smb-alternate
ms-smb-alternate
ipsec-internet-key-exchange (ike)
rlogin

rwho

rshell

syslog
printer

printer

router
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524

799

1080
1313
1352
1433
1494
1498
1524
1525
1527
1723
1745
2000
2001
2049
2301
2447
2998
3268
3268
3300
3306
3351
3389
4001
4045
5631
5800
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tcp
tep
tcp
tcp
tcp
tcp
tcp
tcp
tep
tep
tcp
tcp
tcp
tcp
tep
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tep
tcp

netware-ncp

remotely possible
socks

bmc-patrol-db

notes

ms-sql

citrix
sybase-sql-anywhere
ingres-lock
oracle-srv

oracle-tli

pptp

winsock-proxy
remotely-anywhere
cisco-mgmt

nfs

compaq-web
openview

realsecure
ms-active-dir-global-catalog
ms-active-dir-global-catalog
bmc-patrol-agent
mysql

ssql

ms-termserv
cisco-mgmt

nfs-lockd
pcanywhere

vnc

— 5 5
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caffeinebookly  (@caffeinebookly caffeinebookly

4

t.me/caffeinebookly



6000 tcp xwindows
6001 tcp cisco-mgmt
6549 tcp apc

6667 tcp irc

8000 tcp web

8001 tcp web

8002 tcp web

8080 tcp web

9001 tcp cisco-xremote
12345 tcp netbus
26000 tcp quake

31337 udp backorifice
32771  tcp rpc-solaris
32780 udp snmp-solaris
43188 tcp reachout
65301 tcp pcanywhere-def

SpwisS Telnet O, & @ WgS>
Voo aidl) .auS Telnet wye Of @ L 3o gy bocio Sl @90 S 5,Skoc aSiyl sy
VA Oy Jio 1ds 518 ySa jlasl )5 1) ppe wileMbl ol (Sow asS |, (wldw gy 5l Solass
prompt command ,> ws,S telnet sl (sguiv HL8, Ll sl b bls,)l 5 cowl aiuw Yeoso
FVELUVI ) PSVIIST VNV
telnet hostname portnum
portnum sla 5 aiScsw 3l | wulw U L 5 ip o,lowis hostname sbay jgiws ool s
L &b 9 celw aS VT Wiy @ 0s,S wali Sl Wi .Joas 3l Ol Usleo b 9 e o)lois
L g o WWW.IUMS.ACIE puwl @ S,igu0lS 1> A0 Cwday
telnet iums.ac.ir 13
telnet iums.ac.ir daytime

iwd od Jales wlygiws ol 95 )8
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Ly Adsew pll culw SO d)S S Sl S S aS ol S8 Gudgl Veoeo Us,S wuli

S\opo )L..uu wleMbl -.5_9|.> U_gm 9y ol Sgy UdgW Uluw Uyg0 D l.mo)g.;_ J'| Swasy

G
ili UgBLsS Slaw,gs 9 wlio SlayiguolS 4 (seBly S K Jio 9 46S egrd VI Guod

M TR — (_—D\ ’O_ /?

v © (8] i a4

(@caffeinebookly  caffeinebookly (@caffeinebookly caffeinebookly  t.me/caffeinebookly



Scanning glgJl

3,15 59>9 Scanning Jge=e £55 93

: Port Scanning -\

w9 plaS aS puily pudlgsso V> 9 pulos,S wlsl | L5 5,00 SWIP L IP b wls ol 5o
ol U B igas0lS O S,

: IP Scanning -Y

down aelsS g up WelaS ¢ ip acgomo S Gw 5l &S puily pusdles so SiuSiwl ol s
s il 5 HigolS @ (suse) s sewyiows JB VI b ip plaS (sue s
dlg> s 5 Wyl ) pols ISP & @ bgyyo IP Sy SO looi a8 3uiS (6,9 (el oauw o3l
ol ) L s @ g 3uS oy b il had b auiows (up) Jled elaS alaz) ¢l 5 aS sl

(bl s A ot g0 9 IS SBD i MS ol 19 aS Wlswo iy D90 Vgoso 1S

S b aawl 5L S50 UM pwgSs as sgaisse L1950 TCP bli,l S aigs>

TCP connect S, b Voomo @ b ol 5L 19w S5 Sg)y gy Su @S oS s aSial Sl
TCP eo lo M= aS »,ls walizo glgil Port Scanning aS o3, I, ool Jsl ouds plxil scan
TCP's 3-way ul @ aS sy al>yo aw oSwl g9 oul ewls Lhise |, connect
1298 swhandshake

Jlail cowlgs s (sumo @ aS awyd 5w SYN packet & jg,w Goow U bo iguolS Jgl =)
ol

SYN/ACK packet S o caow @ 4950w 095 al>)o 55 (aiS Jgud 1) cowles)s ool jgymw L3I -V
EVSWILR VY

A8 w0 9w Caouw 4 ACK packet S bo yigasolS ,51 al> 0 55 =Y

a4 oSowl wuer LS Ygosmo aSiyl @ asgi b .syls oL TCP SYN scan oSewl wye Sl 5805 g9
la=s g b Adlg> 6,03 Jlail ¢l jg,w 55 Yoomo ouds plxsl (TCP connect scan) VU g,
coSewl £95 ¢l 5> 25,8 eslaiwl TCP SYN scan ;1 wlgicswo Ol Sls ay (1S subs, | o xlgicsw
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Ay SYN/ACK S bo a0 ¥ al>0 55 )81 1) T al>,0 (s oo plsel VU 51 Yo ) J>lhe
o] @i (i 1wy RST/ACK S5 S8l 9 cawl 5L wjygs of

UDP scan, TCP Window scan, TCP ACK Jio 5,l5 399 o SiuSowl wyg 5l S50 glgil
Scan scan, TCP Null, TCP Xmas Tree, TCP FIN

€515 plxil | Port scanning Joc Ulgiswo 9S>

59349 )5 d9=>g0 Slayll 5l had aS ples)S (sow plaissS aA>yo ol b aS sullbo ploi 5
5 Syl aud vex SiuSiwl Gy Gazas L bl e LB S50 Ll s 9 oS oslaiwl
bl axgi) S selugls cosanl 5l L @l Siw S Wb lElay s IS Gl Shy e
ohe Ul 3,00 55 | iz gud Ued siSiso (saw 9 010535 puSeid 5l (58> Med aS il
(oS5

wobb uSeid sl LSl as 5,8 eslaiwl (salizxo Slalpl ;I Ulgssw Scanning Port sl
Sl le jeag Sl W sSiwl wog puippe Lol (ailoads

: NMapWin v1.3.0 ,1;91,0, -\

(osabiise oslaiwl puSsid L> NMaP) cowl NMaEP Sly j9dius Losake 5 SIS A
s Elel swlilss  agMe aS aiuS 5w oslaiwl WS aS cuwl uld,lul uyidelS ;1 nmap
ol s plil 1 ... 9 595w Jolepiw pacis Ugx S)luw S8 Llgi o (DSiuSwl
(= abolS a> I i Lo LIS sl M8 (g sls pdlys puogi lasy | L1l

: NetScanTools Pro 2000 -Y

Db s aS uld €D s b selugls sl @ ol o e s cowlagips 5l e ol
: WinScan -

Ao pudies sl 3 o .S eslaiwl Ul 1 ailgisw (UDP aig) TCP ws,S o,Suwl sl

: ipEye v1.2 -¥

culw @ lgicse Ol sgdugls Sy 5,8 padles eslarwl L1380, ol 51 s il LS Go
9 Veer 5938 55 kiad 513810, (ol aS pugSs wwl p3Y .0usS as>lye http://www.ntsecurity.nu
o |y TCP ks Los .aiS s dlgise |y ip & bad L=l L S 5 506 9 1Ssw LS Xp
S s
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SpuiS oslaiwl SiwSawl )90 Sl ipEye | aigS>
gcsw Lalb zuls il command prompt s ipEye b L
ipEye 1.2 - (c) 2000-2001, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)
- http://ntsecurity.nu/toolbox/ipeye/

Error: Too few parameters.

Usage:

ipEye <target IP> <scantype> -p <port> [optional parameters]
ipEye <target IP> <scantype> -p <from port> <to port>

[optional parameters]

<scantype> is one of the following:
-syn = SYN scan
-fin = FIN scan
-null = Null scan
-Xmas = Xmas scan>br>

(note: FIN, Null and Xmas scans don"t work against Windows systems.

[optional parameters] are selected from the following:
-sip <source IP> = source IP for the scan
-sp <source port> = source port for the scan
-d <delay in ms> = delay between scanned ports in milliseconds

(default set to 750 ms)

ip L Jsl oS s Yoo U) g sl ey s 5l 1 sl culw pudlssisw aS aS (0,8
oy b Ul 5 ssiws SeS @ Vs g TV, 1A, YTV, 10 ogiiise a5 euysly cows @y |, ol
LS s

7 = 3 - 7]
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ipeye 63.148.227.65 -syn -p 1 200
5l s sasmy -p 1 200 9 SYN SCAN suss =SYN (o5l ip 32 Y, 1EA, YTV, M0 aS auS wds
lo 35 @ Mad @S 5,5 cuw sgutiisw o8 |y $,%n ool azl wudly Yoo b Y oy
e sl b @ g il SLal b s jss e
ipEye 1.2 - (c) 2000-2001, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)
- http://ntsecurity.nu/toolbox/ipeye/

1-20 [drop]

21 [open]

22 [closed or reject]
23-24 [drop]

25 [open]

26-52 [drop]

53 [open]

54-79 [drop]

80 [open]

81-109 [drop]

110 [open]

111-142 [drop]

143 [open]

144-200 [drop]
201-65535 [not scanned]

Sy aSul (sumy Reject (adsosos jwsS Wi @ (s cowd Byb Ol 5> iguolS (susy Closed
I, se>a0s firewall o aSiyl (suss Drop ass s |, @y ol @ Jlail o5l aS cows firewall

Sl iy aS pd Open o seisl SyiguelS Mol b 5 1jise pay
SUEY e Ae OF YO (V) Sldcgs « Yoo b)) Slac,ss om il a5 swissiso oslw 3,90 55
Caat 1020 pasie a5 suldo,g pled U aS auS wds .S telnet Ll @ Olgicso 9 cwl

g 5o o pSA 9 S9ui swos 0515 Vlin Slasus gud coowl saiw

N — (= o 71
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Ulings> LigusolS jU SO, 50 uass

Lo whgiws 5l (50 LS ol Sy ewsS aw | wleMbl ool Olosgs yiguolS 8,L,5 pudly> s

netstat -an

netstat -a

e S

Ioleo w90 @ (swgd 9 Sdac wige 4 |, O e gl aS cowl ¢l 53 jgiws 95 ol B8

Active Connections

Proto Local Address

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

TCP

TCP

TCP
TCP

M TR
3/

(@caffeinebookly

0.0.0.0:7
0.0.0.0:9
0.0.0.0:13
0.0.0.0:17
0.0.0.0:19
0.0.0.0:21
0.0.0.0:25
0.0.0.0:53
0.0.0.0:80
0.0.0.0:119
0.0.0.0:135
0.0.0.0:143
0.0.0.0:443
0.0.0.0:445
0.0.0.0:515
0.0.0.0:563

S

caffeinebookly

el €Ch0 « V @)gy (ol Usleo Mio . duwgi s @ Ul (ool

oo s wleMbl a4 oS Wb | netstat -an a8l Mio

Foreign Address

0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0

]

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

fn)
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TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
ubpP
ubpP
ubpP
ubpP
ubpP
ubpP
ubpP
ubpP
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0.0.0.0:1025
0.0.0.0:1026
0.0.0.0:1033
0.0.0.0:1037
0.0.0.0:1040
0.0.0.0:1041
0.0.0.0:1043
0.0.0.0:1755
0.0.0.0:1801
0.0.0.0:3372
0.0.0.0:3389
0.0.0.0:6034
0.0.0.0:6666
0.0.0.0:7007
0.0.0.0:7778
0.0.0.0:8181
127.0.0.1:1039
127.0.0.1:1433
127.0.0.1:2103
127.0.0.1:2105
127.0.0.1:2107
0.0.0.0:7
0.0.0.0:9
0.0.0.0:13
0.0.0.0:17
0.0.0.0:19
0.0.0.0:68
0.0.0.0:135
0.0.0.0:161

S
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0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
*k

*k

]

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

il
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UDP 0.0.0.0:445 ®ek
UDP  0.0.0.0:1030 i
UDP 0.0.0.0:1036 L
UDP 0.0.0.0:1038 ¥k
UDP  0.0.0.0:1042 i
UDP 0.0.0.0:1075 i
UDP 0.0.0.0:1434 Xk
UDP  0.0.0.0:1645 *ik
UDP 0.0.0.0:1646 #ik
UDP  0.0.0.0:1755 b
UDP 0.0.0.0:1812 *¥
UDP 0.0.0.0:1813 xk
UDP  0.0.0.0:3456 *ik
UDP 0.0.0.0:3527 Kk
UDP 127.0.0.1:53 wek
UDP 127.0.0.1:1028 ¥k
UDP 127.0.0.1:1029 g
UDP 127.0.0.1:1035 *x
UDP 127.0.0.1:1044 ik
UDP 127.0.0.1:1045 ek
UDP 127.0.0.1:1100 %

a Jlail Oloj ;5 1) L8 Guod L8l esew Juaio il @ aS 03,5 L=l (selgo |, Hgiws oo
Jlail ol @ byiye aS bsw Blol pd wax> Slashw SHw S el plal oyl
Juwles Ssae g @ @e,e 9 05,5 oslaiwl |) -an gugw o aS 3uS &8s (0 9 Ldbisw

1P 2wogl Wil - acludl - OVl Guod aS wowl 0auw 03l

teowl 00l Albg Ugiiw 48 Sl aS Cuwl sl (uwysw Ll s aS slaiss (gl

Proto  Local Address Foreign Address State
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.l UDP | TCP wlgicsw aS «JSig,n wsusy : Proto

188 5w Jgl Haw Mio ccowldeg o)loni g Ulosgs igunlS ip exdsuliaw @ Local Address
€93 5l) Jb gy sl 9 (eis Jaio il @ o aS S @) cowl ¢y 0,0 o P aS
aS cowl oLy aig ¢, 0,0,V Oyeo @ ol Ly cowl Vosae Glhaw Jgl @ asgi L TCP
ol wygy 2 SLES Sl as g cnwl ip ¢t SIS 5l a8 caoaws

o )l S5, eules,S eslawl -an L -a gugw ;I Jle (ol ;> we> 1 Address Foreign
Al pgo Blgicse weuwsS oslaiwl 0> augw S5l L3I aS s Lales las

adsosw wbiw |, Jlail wusog @ State

AV AT AV s,y « TCP JSig, 45 aS duiwisw S ey oSy oS |, ba,g a8l V>
ol 5Ll 9 FA DA AV AT AV Slae,gy « UDP JSigy 53 9 wwl 5L .9 TY 14
£3)83 w0 S, ax 4 wleMbl ¢l aS apw,w cowl HSow V>

(5,)Sa) vluhSas ply s Ubses 5l cubadlxo Sy wleMbl gl Giwils aS ol ol Ulo>
@S | Ul Ulgicswo giaws ool b il 00 wwas lowis igamolS S, Ulsgyi S ST Wio !
3,8
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NMapWin s nmap 9,0

Jh8le Ol (ol S sw oslaswl footprinting sl ,Sa &5 aS |, Sl uyipps tudlss S|

Sla,Ss sy wcowl o bbb LS 9 LS BB i Sl aS se aslgs> nmap

o1 (s>hb SHeau9 i g (5SS A i LS @ ) seau9 Jolepiuuw aS e

ol by aud> ol Gz ojelise pald | kel las g 3,5 oL NMapWin aS cwl

o il walilSs T, VA asliyy splail 1awS SIS | Ll Jhidless al selsals Sl ol Hls8less

wosain Wl il a5 A4S asgi Lioo .auiS adlgs Jgb (swS cwwl dial-up vlilail 31

el Xp g Yeoe 59209

vadait oSawl (sl oSawl wyes Jio footprinting sla,lul acgemo Ll38ley ol

oy S ol JSi .cowl 03,30 od 3,5 |, ... o (OS detection) b 5,90 LiguwolS Jolepiusw

(Wag
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= NMopWin v1.3.0

i 555

‘I’%‘M Ce] [ 5= |
|[127007
\ v || = |
Soan | Discover| Options | Tiring | Fles | Senvies | win32|

Mode Sean Opi

 jicwnest LT it I~ Port Rangs I~ Use Decoy I Bounce Scan |

@ SYNSwah X Ties

€ PN Steadh  © IP Protocol Sean
€ PingSweep ¢ ACK Scan

€ UDPScan ¢ Window Scan

"UﬂSeanl

I Devi

I

™ SowceAddess [~ Scses Part

- Qv
|
L : -
[NMzp senace stepped. Ji [1izier2 [1s2850°
Al ;oW v
??\\' (o o —|
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3l Gonud Hlp> asliy sialb JSu

: Network Section -\

Dlo 5l a2y JHost pU @ 555 W ip L ip 3558 Shy (sdxo aS cawl a0l 0,50 Couwd u5V0
b gy Sawl LI b puiS s SulS |, Scan aoSs (d ol ws,S pukai ¢ Ip Us,S

Mo ol ploul wilises Sacg0 @ Olgicse | IS ol e3eud 3ls ip S 5l sy bl L3 I
S, Saey dac 95 )y Ugaisw £9,00 1AT, 1T L aS uld ip ploi (susy AT, 1V ¥ ¥
10 U Y 5l wilgicne Syl sae (samy 1AT,1T %, 1T+ 1 V=10 Wye0 @ g 9 bl Llgi s
Auil

: Option Folder -Y

pudlgscso aoliy 5l a5 puSsw pasio Ul SoS @ g cowl Glowhis Jxo g8ls 55 Cuonud ol
L suldaSy coud il 55 .35, pdlss Cuzo Jusge 5> Maso aS 1d> plxil s)lSax as
3,15 599 ..., Option , Discover , Scan Slael

: Log Output -V

ol B sl oain g9, oSewl aS Wl s weewl s vaw el Jxe

: bar Status -¥

13,05 ppo Y 95 9 ] Wlis 03y Gusy Guowb

ax wouy plxil g, LS gued NMap L3 pudlesy SIaS aasw Vlis o Cloaw Cowd
58 . Goww (sS81LS NMapWin BMs,y nmap as auiS @és ) pup L0 L b suldeusw
9 puS w0 0l |) SHusi cowd ool ,> ewS Jlocl Option Folder waouwd ;> aS S s
b aals slojg axei cuonwd (ol @ loi> aS piS 5w Aoy

30,9 U juw SBE, @ lgicsw aS s 0adline S>95 g0 S Ul cowly conw 5> bl
Al > s (susy 5059 9 camwlowt whigiaws Shal Sl oslol aoliy aSul (sugy samw duil

S udycsed U Hgiwd Med g cowl eauw 5)lg wljgiws

NMapWin U LIS g9 i
Il LSl Sl o> 5138 e 580 palsssw 9, far30.com ol plss o as aus ,o,9
Jlacl g Med Yl ,puiSisw wuli HOSt Caouwd 53 9 (7, 1EA,YTV,T10) 65,9 caws g, ip
5l Ay 9 39w £9,b Sl LeuwiS s SulS g, Scan asSs . Option Folder caouwd 5 S,

g s Ldb Log Output wonwd 5 5 pul (aads Jux
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Starting nmap V. 3.00 ( www.insecure.org/nmap )
Interesting ports on (63.148.227.65):

(The 1583 ports scanned but not shown below are in state: closed)
Port State Service

21/tcp  open ftp

25/tcp  open smtp

31/tcp  open msg-auth

53/tcp  open domain

80/tcp  open http

110/tcp open pop-3

135/tcp  open loc-srv

143/tcp open imap2

443/tcp open https

445/tcp  open microsoft-ds

1025/tcp open NFS-or-1IS

1026/tcp open LSA-or-nterm

1050/tcp open java-or-OTGfileshare
1433/tcp open ms-sql-s

3372/tcp open msdtc

3389/tcp open ms-term-serv

6666/tcp open irc-serv

7007/tcp open afs3-bos

Remote operating system guess: Windows 2000/XP/ME

Nmap .... -- 1 IP address (1 host up) scanned in 156 seconds

B)90 Ol 3,15 9 59,aw 3804018 S35, 5b SOC,8; ) -
Gl Judlo Lhiw) cawl 00 055 ywas> Windows 2000/XP/ME aS Jole osummw passds -Y

wanl (UP) g, 1D ol aS s sv0 s3T o 9 -
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Folder Option Ciwouwd ;1 Scan aSyy wsww

3l guse Y oags a8, ol

: Mode i

SiiSawl g9 aS cwl sl el g 10,ls salices glol SuiSiwl aS paaS (38 Slagwys s
PuS e pasiie 9)

oo yule,lys piad guys 5> W8 aS cowl TCP connect scan ggi ;1 oSowl @ Connect -
plos,S

Gl Gaod od U290 uw - wplaisS b ol 0)L)> pisd yuy> ,s @ SYN Stealth -

S (s LS 390509 5l e S90Sl ¢ Null Scan , Xmas tree , FIN Stealth -

owl udp Sl e Us,S HSewl sl @ UDP Scan -

Jled elas ip Syw S pw jl @S puwily as wowl ip scanning Joc sl @ Ping Sweep -
29 o) uls ip aS s eb @y (sJg wwl Ping Sweep ules : List Scan -

3)ls 5,8 dlgpls yaszuis |y Vgase : ACK Scan -

sidolS (sJs wwl ACK Scan ules : Window Scan -

Wlshs wleMbl U cowl SiusSew! sl i JolS g5 : RCP Scan -

: Scan Options gasw

16,95 w0 ) U Ul Sy bhad as 5l aiysS Gk Coaud ol

Wd (i iloy (s S ived Sewl WL ulde,e ax aS WS sw ez ¢ Port Range -
Mg N aS) se. Aibgi N-M &y9.0 L3l 9 gy O haad (susy S9ub Aibigi dac Sy 31« v,

e oSowl moye bn oygy sl us (s sace

Option Folder ciouud ;| Discover asS, (sww v
taowl S Sle> shls a8, ol
9, L8 wilgicsw Sbi 3,90 yigauolS USes Jled (s, Sl TCP Ping
b ICMP g 5l haas iy : ICMP Ping  »
(L2 9uw) ol wlio WBJIg L (s Sl TCPHICMP o
4S5 Sy - Don"t Ping e
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Option Folder cuouwd ;| Options a5, wsww v

3l gusw ¥oags a8,y ol

: Options gy

Wl Sxga> U Null, Xmas, FIN, SYN ggi 5l (suldSiusiwl 5> pwdl ;S| : Fragmentation
3L s 38 Wbl [ aigsS ol Ulgiose bl adls bo by Iy Llas J8las b pwS Jlacl
591 Adlg juol Cusdge SKiuSwl @3S ul wlzol b a8 aS wowls asgs

o8 aiusS ol wlzil b pouds w)go connect e 5l SowuSwl puslsse ,SI @ Idented Info Get
0l Ulsto,] @y Lo Sy (rioudiess wleMbl

Reverse Joc siwd Up aS uld ip So Ll8les oul «uodmnw Il > & Resolve All
Resolve All J31 (55,5 sw abgsso DNS ol Jlis @y (ip o, 5l i) ad3sw plxil |, Whois
slgs plil Reverse Whois Joc down ax g up ax (a ip aod Sy, puil 05,5 bl |,
.5,S aslg=s Reverse Whois ;3,a : Don"t Resolve

aoliy il sawolznl J81 aS cowl l38lo,0 ol Sladau;S ¢uyiego alo> 5l @ OS Detection
Ay gwa> |y Jlao LiguolS Jolepiunw aS aiS s e

Ao OLL @) o8 35,8 9 (S w v | uld ip s8slai &g @, ¢ Random Host

: Debug gy

S 6313 Ulii (9,5 )5 al> o a4y al> s Sl gul (bl oaus S, ,31 : Debug
A3 s Ul |y ,8 @iy (bl szl JSI 1 Verbose

Adscse vlan Wl cules U 1, L8 wd,ui @ Very Verbose

Folder Option cwowud ;I Timing as,u e v

3yl Juse ¥ osgs a8,y ol

: Throttle yacw

detection Jloi>l g caowl 55,8485 g L5358 LIS (S Okl |) VYU Slaau;S as,s guse ol s
ol iy Normal oo Sb @ wpuSier S5 ol a8 9wl LieS et (09, o))
Al

: Timeouts sy
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390 Oy Wlgicsw 1P Sy Sl aS S sw paziw | il ,iSlas @ Host Timeout
WP -3940 B0 Lilgi sw probe < sy as WS sw paziiw |y sulej jiSlas @ Max RTT
(b A uswy) cowl Qe e

S sw o 83lul ul & J8las> probe ,a sl @ Min RTT

owl wbo 5)ls Jlgpls aS suls ip 55 Logas ausS ol : Initial RTT

wor b oye S hsd U s asly ool (amil 03, 8> acw_spscan s,g0 > S| : Parallelism
sy wVgaxo (g .( 3,15 simple Ul powl Jgl aS cowl ,bls uod @ ) jidw @ g LS 5w
aS s,y slaw LiSlas Ulgicsw wosud il 5> LGS o | wyg Solawi Ulojed WL
PaSso paito |y 2 g Olojod ilgicse

S0 o Ulao ool @ JBlas (Sowl ,a ¢ ¢ Scan Delay

Folder Option wweuwd ;| Files aS, (swuw v

3l s T oags aS 5 ol

: Input gasw

5l Sagy9 wlls il 5y 5)S eslaiwl G ol 5l Ulsicswe owsS Siguw | 1S g, aSul sl
S ddles LB S,

: Qutput gasy

Normal & )g.00 dlgicso Ja8 oul owiS 0,053 Juld S s |y aulis a8 vl Ul Sl Comud ol

Al (5,90 asw 58) All L g XML (0,005 58y aSus 0Vl aS) Grep «( sJsoso (siio)

Option Folder .o ;| Service aSy (w0
Sy a8 Gl vcows ol 5l suld)lS § asS o g, ip VM8 @iss ,a Jgl 1udlgs s 1S yo,9

(Vorwlogil g5 S usS aino) Cowld)lS 9> uod

Folder Option wwouwd ;1 Win32 aS,u (sww v

paSso a9, Options kas as Options , Commands Slael a s)ls s 95 a3,y ol
Sy, had aS ) se.i 50 wai pd PCap oS sw wa |, NMapWin as (su8¢ : No Pcap
aS pudles Sl .5,8 0 0apc |, 1S o (59 i Wilgiso XP o Yoo v 5909 Sldaiwew
paiS w0 SHlo |y a8 ol 39 oslaiwl Raw Socket 51 ol sloay g sguin oslaswl Ol
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il Lbiie aul 10« 58 Jlw)l G aSul bhsd swVU Jio @ No IP HLP Api
59,050 S, Raw Socket ol wlswl L : No Raw Sockets
.39, 8 Socket Raw ks aS b s uch @ Force Raw Socket

LADS 0 CaawdA Sy wleMbl (oS Win32 sla piuwuw sl @ Win Trace

Jole pisuaw £9i yaasi Sl NMapWin ;i oslaiwl!
0S detection s,S5 g port scanning Sy owly oudlgzs |, Nmap slas,u)lS Guyiego L3I
LI, nmap o8 aS wowl ppo 5,08 @ p95 S50 S ol (hlio Jolepimw paysin)
51 Options aSy 55 LU S Gusi ) Jolepiuw 95 aSul Sby aiwliisoe $Sig uod

Al oad wlsasl OS detection aiy;3 [NMapWin
(S e 9 i |, 30 S ip g e ip ol Wlisgs Laud) puiSe s |y Jlio iz V>
19E,YY0,1AE,\0

Windows 2000 server SP2 :guess Remote operating system

190,T14,\V1,0
Y.0.Y+ - Linux Kernel 2.4.0 :operating system guess Remote
Yo, &, YYA, YA

Linux 2.1.19 - 2.2.20 :Remote operating system guess

TIV,17,1484,1

TIY. Y-, ) .0 Cisco router running I0S :system guess Remote operating)
IT,EA, YTV, 0

Windows 2000/XP/ME :Remote operating system guess

1Q&,YY0, 1AL, Y

If you know what OS is running on it, see) for host No exact OS matches

.(http://www.insecure.org/cgi-bin/nmap-submit.cgi

el GSow ol oauis Jolepiniin 99 Gusi A (8990 NMAP a5 dwiwiso 3,90 ol >
ol 03590 Up alas) Ol s ip aS 1wl ol Gudds

b 5,S oslaiwl pd (b wleMbl Sy S 5l Wb o8 aS el ol coals Hlai )5 Wb as Slasss

D bl Ulg> @
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a Gleio wcowl oas ,alb Windows 2000/XP/ME g0 @ Ul axus aS 3] Jdbe ip Wi -
ME xlg5 swo5 S)gaw gud 9 1l H9w SO s LU g ol colw SO g aS cowl sazin.com

397 18lg3 Win 2000 Ol Jolepiumw puy bl XP L
0 > asp.net b asp b culbw we S wlxaws duipw aS cowl S3,00 L35 wlls S L -
colw Ol wgos aS bl zzzzzZ.AspX L 222772.8Sp Wigo U Axis puwl Mio) wowl
Sygpw boi> Ol Hg,mw wlls ol 5 L(cowl default.asp axes uod puwl aS cowl far30.com
Sun L Unix L Linux xlgicswes 9 Win 2000 L g Win NT Jio cewl wdlwg,Sule Va0

2wl .9 Solaris

S pusS 05laiw| nmap ;| ags>

&3lg ;> NMap 591 939 Sy NMap (S8l aseuww aS 3yaus Luwl NMapWin L3810, b Maé
nmap .s,0> [ uldaseus joiis Sy pd 9 (GuSsid) puSig) Sy e aS cwl (Lol 1810,
U puslgs s caoand ul 5> 3,05 (command prompt) (sile,d ks <Jl> (NMapWin @M
W3 S0 S SIS 1y el Lhdley ol 39dgls Sl weuss Lal joaiug yogaxe nmap
AL nmap installer I>Maol aS nmap 5l L5 asuw SO 5l b ules,Si was |, NMapWin
(23S dgdugls Ll 5l awilgicswe |, NMap asewuw ol 2SS oslawl o)l

@ azg b ouiS osliiwl Wyaolly 51 b csiloyd b Slalidleys 5 cuilsise S sbolas
Sla,uoll ws)S law Sl o vwwl JStive il 5850 9 5U; Lleww NMap Slaiol,b asil
NMapWin ;| (wow! port scanning L scanning ip Ygoso aS ) pols Joe S Sly cow)s
oyiy owl > A g puds s pll | wlowdais NMapWin s @S wuiyi ool @ owiSsw oslaswl
UL, dobo ol woslise wows @ |y ol cawd CMD: caouwd 53 aS S sw 0adlinwe ©f
s o Jlio 9>

Oyer o el T EA YTV, 10 Ol P aS SyigusolS 53 Yoo b ) Sldw,gs Sl pudlgs sw =)
pudaii SYN Stealth <Jl>,s |, Scan a3, (NMapWin > Lol Shy ouds ol Suiswl
TCP+ICMP «Jl> ;5 L Discover aS, = 9 1-Y*+ ‘owungiswo |, Port Range g pouiS sw
0S @S (Options a5, ;> eSS yasie po | Jolopimuw g9 pudlss S 9 2l
AT NVEATYV, 0 o)y SVU 5> od | ip peuddsw L19 oo wlksl wls s |, detection
o oudd plxsl nmap U 1y 518 ol pusdls>swo Lo (sdo pwiwd Sawl oslol Vs . auuusi o
1000 adgi aS S s abhs>Mo i 0,3y owl 5l | CMD wonuwd Wb hassd
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CMD: -sS -PT -PI -p 1-200 -O -T 3 63.148.227.65 ‘
Py 5 o,lie a4y CMD: aadS i L

-sS -PT -PI -p 1-200 -O -T 3 63.148.227.65
Tuwgicswe aS Whgo ool oS eslaiwl nmap s Wb aS cowl (uld el el
nmap -sS -PT -PI -p 1-200 -O -T 3 63.148.227.65 ‘
P | zulis caids 1 Sl Us)S o 9 giws Skl 5l as g
sl NMapWin @, ;L aSs 9 ayjeelise | yiel,l ool (1S 1S nmap b a8 (i 5l aes
Wi . 1abso Yoo G Sladw,gy suw p 1-T++ 9 (0S detection susy -0 uod Wio .cobls
wowl NMapWin 5l siacwsds Hlews nmap U ws)S L8 aS o sw Olisg>
Sy . 190,719,101 B 190,719,117, Sy eads pll ip scanning & pusdlgs o =T
Discovery aS,; ;> .puiS o wliil |, Ping Sweep ai;S (Mode aS,, ,5 [NMapWin > ,1Sul
vkl wdl> ;s |, OS detection aiu;S Options a8, ,5 9 03,5 wlkil |, ICMP Ping aiy;S
Sy 95 48 L3 190,719, 1V aS aulo,8se abam>Mo ip icdigr Shy Leuddssw L9 oaiu
reowl 5 wyg0 @ ol aS puiwso Vs, 120, VYWV =) ¢ auugicsw un cwl
-sP -PI -T 3 195.219.176.0-10 ‘
paagicso Lo pay
nmap -sP -PI -T 3 195.219.176.0-10 ‘
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g Qal>

IP Scanning
3.5 W80 Lilgicswe wlixo Sloyug, @ IP Scanning
ICMP S, 581 9 puiawydiso Lol ip S @, ICMP ECHO gg5 5l oSy S5 0l 93 Guyiosbaw s -
el Sl wcwl up pMhslay ip O G0 oil 5> iy b cwoww @y ECHO REPLAY
05,8 oslaiwl 45 Sla,lul 5l Ulgiswo
2 090 U L(uSeid) puSuss 5 58ais SaJele sl 53> 39250 Ping 5l oslaiwl (I
PINg XXX, X000 XXX XXX ‘
pawgicse 11,1 EA, YTV, 0 sl s
ping 63.148.227.65 ‘
tewl Jd ip Ol (simy edumwzs 505 Olo @ 9 3uS Gl | seiaws ol sei9 55 S|
Reply from 63.148.227.65: bytes=32 time=1402ms TTL=105
Reply from 63.148.227.65: bytes=32 time=941ms TTL=105
Reply from 63.148.227.65: bytes=32 time=1402ms TTL=105
Reply from 63.148.227.65: bytes=32 time=941ms TTL=105
o I8 (i i) 5 plaw @ Sl g
Request timed out.
Request timed out.
Request timed out.
Request timed out.

o LIS ol 95,8 s | 1P S5 39 hasd alax) S5 5o jeiwd il b asusw aS jgb ules

S s S
v ~ 8 o
7 & (&) fn x4
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ey @ L ip asgaxos S aS 5,5 oslaiwl gping 5l sgubise puSsid Jelepiusw > (v
35S G

L el Jboley oul sedugls sl 2,8 eslail Pinger 5l sgudiso j9aig Jole pivw 1> (2
osbw |, ip acgozo S @ WSS ping LIS g vewl S8BT 13810, K Pinger .auS SIS
.S 5w

' Pinger v1.0 - Rhino9 e =101x]

Ping I

Fom [ [ T me[ [ [
Timeout: |m ms  Num. Passes: IZ_ ¥ Resolve Hosts

Clear I Copy | Save.., I Help...

L .ouS ping pudlsssw |, ip plas U ip plaS ;I aS puS sw pasiw TO 5 From cuoowd )
wded ip aS 4uS 6,9 3guisw 03l aules (aiwd up aS uld ip wwd Ping aeSs L
up S5 S ip ax b @ besyo C LuMS s pwly pudles 9 il 190,713, 1 V1AA Lo

paS ping |, 190,714, 1V, Y05 b 190, MY,V b s ol s s

Caoud (ScaN aS 5 5 b LWL Sy s> plxl NMapWin U | L8 puod pudlss s Y (5
5 9 3wl ICMP Ping «Jl>,s 1L Discover a5, .ads 1,8 Ping Sweep «Jl> ;> |, Mode
ip cowd LU e auS 2,1 oas wlsl s |, Detection 0OS a8 L Options caoowd
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Sl Wio auSiso Sl [ o ip o « Host caowud s b L0 Sy oS pubis |,

pawg ML eSS cows I, 190,719,)V,YoL L 190,719,1V))

padlo=

LS |, Scan aeSs as 9 .caswl YOO G ) 3l aS C GuMS (sisy /TE ol @S 190,719,1V1, +/TE

Host (195.219.176.0) seems to be a subnet broadcast address ...
RTTVAR has grown to over 2.3 seconds, decreasing to 2.0
Host (195.219.176.1) appears to be up.

Host (195.219.176.3) appears to be up.

Host (195.219.176.5) appears to be up.

Host (195.219.176.7) appears to be up.

Host (195.219.176.9) appears to be up.

Host (195.219.176.11) appears to be up.

Host (195.219.176.12) appears to be up.

Host (195.219.176.13) appears to be up.

Host (195.219.176.14) appears to be up.

Host H-GVSVY95KXINRJ (195.219.176.15) appears to be up.
Host (195.219.176.16) appears to be up.

Host (195.219.176.17) appears to be up.

Host (195.219.176.18) appears to be up.

Host (195.219.176.19) appears to be up.

Host KERYASBA (195.219.176.20) appears to be up.

Host MARYAM (195.219.176.22) appears to be up.

Host (195.219.176.23) appears to be up.

Host (195.219.176.24) appears to be up.

Host FFX-L2XA0ZM87Q3 (195.219.176.25) appears to be up.
Host (195.219.176.26) appears to be up.

Host (195.219.176.27) appears to be up.

Host (195.219.176.28) appears to be up.

g
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w00 )SS od IP W bgsyo LigaolS ool 3)lee a5 aS aulo 8 s alas Mo

851008 (svam 55 L eun,S oslaiwl Ky sl ICMP slaes; 1 VL sagug, plos ,s -Y
03,8 oslaiwl 5 Slaylul 5l Vlgicswe S eul Sl 1,8 oslanwl SiaSwl IP sl

... 9 icmpenum g hping Jio suld, |l 5l Ulgicswe (UuSsid) puSwsr Jole o > (i
i o oo Med aS 5,8 oslaiwl

Port Scanning S sb (sJs .pwS s oslaiwl NMapWin ;| easL o9as Jolepomunw > (v
wwgos SBw,e Syrw S e 8l ass Llg> IP Scanning sl |, b W6 aS pwuS e
w9 YO ¢ A Jio diswsd 5 yigusolS 1iS1 55 aS 5,8 5w wg0

Caouad L3 9 puiSisw oubi Connect wJls> s |, Mode wwowwd « Scan a3,y s L0l sy
wll> s |, Discover .puS sw pudais A+ sac sl Mio |, Port Range i3S « Scan Options
2 oai kil wll> 5l |, OS Detection aiy;S « Option a3, 55 9 .eud> s L, TCP Ping
PeS 0 B9 | oSl 9 03,5 o |, 1B 1P o) oS50
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PD> Guul>

€G> ping
I, of domain L ip b aS Lols LiguwolS U Ul aS S sw pasuiv aS wawl Sygiws ping
Uy Uloy wae 1wl Jled [l aSyl ¢ . b cowd (Active) Jld o (uigy owlsiswe
ol 518> Lo yiguolS @ yiguolS Ol 5l tep/ip Slaaiuww
el 0y Guge @ seiws Gl 3,08

ping /p-or-domain

pliSisw | (auwl awsls [81)ul domain b g ip o)lowss AL ip-or-domain sls a; as

ey 5 2wl @ g 3,5 i command prompt s |, ping sazin.com Mie
Pinging sazin.com [63.148.227.65] with 32 bytes of data:
Reply from 63.148.227.65: bytes=32 time=1402ms TTL=105
Reply from 63.148.227.65: bytes=32 time=941ms TTL=105
Reply from 63.148.227.65: bytes=32 time=981ms TTL=105
Reply from 63.148.227.65: bytes=32 time=851ms TTL=105

Ping statistics for 63.148.227.65:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 851ms, Maximum = 1402ms, Average = 1043ms

waowl Jlad sazin.com aS ads s wlin gul ol

piSsw ping «(cewl sazin.com vled as) V1 EA, YTV, 10 o)loss ip U SyigumslS @ V>
) &Sy Vaw) Ulojy waw Slise asS time aull) .Jgl Jlaw ;5 (silws L has cowl Vs zul
29w 0P ol @ 0s)S ping sy (b wdlgs dbj 9 LS Al Sl @ azgi L adsise

1 paS s oslo | ping IV, 1 2A, YTV, 0
Pinging 63.148.227.65 with 32 bytes of data:
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Reply from 63.148.227.65: bytes=32 time=861ms TTL=105
Reply from 63.148.227.65: bytes=32 time=852ms TTL=105
Reply from 63.148.227.65: bytes=32 time=851ms TTL=105
Reply from 63.148.227.65: bytes=32 time=881ms TTL=105

Ping statistics for 63.148.227.65:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 851ms, Maximum = 881ms, Average = 861ms

S PINg e Jled aS ip S @ aS S 0,9

Pinging 217.66.196.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 217.66.196.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0ms

o Jld adaz O s ip ol @S ads s wliv as
b 9 Mloas Jos il @ bousiuws aS cuwl il s i S5 VL s aS sulae plos all
Al oad Saiu,Sw (i @ lood aSid (uiwd Juog vl 4 (sd=o aSuw (a,b 51 S

owl a8 5 sl WSS law sy Olgiows Guugs 5l S ping Veol

Sl tracert
packet S, aS adscsw wlaw aS coewl Sl ( traceroute sguiose pwSwies > ) tracert

S @ b 3,380 suldyisasslS ax Sl g uSiswe (b | Sruue 4z Lot LigasolS 51 sileMbl
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Aol a8 cowl SyiguslS Uled Vooeo 9 puiSsw paxuiw b |) dade wy pols dass

.puiS sw footprinting

Wl 3 Gjg0 @ eiws ol 3,08
tracert /p-or-domain
S8l by punwy sazin.com @ b pugais 55 10U suldyiguols ax | @S piusn pdls=> o Wio
13,8 oslaiwl o5 S jeiws 5l 5SU )l Ulgicse
tracert sazin.com
tracert 63.148.227.65
Py ) Ao
Tracing route to sazin.com [63.148.227.65]

over a maximum of 30 hops:

160 ms 160 ms 160 ms 217.218.84.3
381 ms 691 ms 1772 ms 217.218.84.5
¥ * 2324 ms 217.218.77.1
201 ms 1101 ms 180 ms 217.218.0.252
341 ms 220ms 180 ms 217.218.0.2
1993 ms 180 ms 181 ms 217.218.158.41
180 ms 160 ms 160 ms 195.146.63.101
2824 ms * * 195.146.32.134
1472 ms 1463 ms 871 ms 195.146.33.73
10 791 ms 841 ms 811 ms if-1....eglobe.net [207.45.218.161]
11 1692ms * 2654 ms if-4-....eglobe.net [207.45.222.77]
12 1282 ms 891 ms 1052 ms if-1-....globe.net [207.45.220.245]

O 0 N o A WN =

13 902ms 931 ms 881 ms if-15.....globe.net [66.110.8.134]
14 931ms 861 ms 871 ms if-8-....leglobe.net [64.86.83.174]
15 901ms 841 ms 852 ms if-5-.....globe.net [207.45.223.62]
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16
17
18
19
20
21
22

841 ms 862 ms
841 ms 842 ms
882 ms 931 ms
871 ms 891 ms
1011 ms 851 ms

851 ms pos6-.....vel3.net [209.0.227.33]
941 ms so0-4-1.....vel3.net [209.247.10.205]
851 ms so-0-1....vel3.net [209.247.11.197]
951 ms gige9....vel3.net [209.247.11.210]
902 ms unknown.Level3.net [63.208.0.94]

852ms * 882 ms 64.156.25.74

961 ms 942 ms

Trace complete.

841 ms 63.148.227.65

oleMbl ¢l Joowy sazincom @ U 0,45 JigwolS YY 5l b aS adscsw vlin guls ol

o) owl .9 dlguld us)S Ly Sl sl wleMbl Sols> (s Lales lae aS jgbules

(,o.h.&l.is v Ul>au 9 03,5 0lsS o, W aw

P30 2woyi o) Uwlins aS cuwl switch walasi osl)ls tracert

<== -d

Secsw 03l Giwles W ip kad alols zulo s gusaw ool 5l eslaiwl L

tracert sazin.com -d :puuugi s Mio

<== -max-hopsh

ol T o8 Gl LS pusi | el slass yiSlas
o- tracert sazin.com -h :euuugi s Mio

35S pudlgz oslaiwl Hlowy lasy jgiws ol 5l

telnet o aslsl

5 ol 5,8 5,850 L8 eslaiwl 3,90 footprinting s aS cowl Ssylse 93> pa telnet

a .o ul version g o wgSUL Slaosl,y ax wygr WMB Sy, aS pwly pudle aS couwudl>

a2s 9 paScoe waili (ol 5U gruw U Ss, puilsise aS) pols wigy U @ aS wyso o

L U\mlS 39,50 )lSClg aS cwl uleMbl saasouliv as gl S0 ).&Uo weulu as P (SO

oL S0 Wl ol Uy oguiises 03l Jiwled S aud 9 pusiiswe alge (Vsb (S

M TR
3/
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Sauges> owl Jlis )5 eugaicsw 25 9 ewissw |, Ctrl+D , Ctrl+C , Ctrl+break , Ctrl+Z

pslisw |y plaias footprinting ;1 Vs b asS ss,lge

Cwlw S aw v 9 0da aaS Jlbos Sauges>

L S oS (suleMbl www.iums.ac.ir 5,50 55 pudlss s LS (5,9

195, YY0,1AL,10 3,9l 50 anwnay |, 0l Ip 5 piS s Kiw culw @y Jgl ¢

Paiaicso 9 paS 50 sy b e 5wl w)gr S SoS @ paunygl cowsay aS ip SeS @ ©
ol 5b e 9 VET AT 1A 1) e Ae OT XY (YO (7Y Jio (uld,gs aS

Name g piS sw oslaiwl whois.nic.ir ;1 us,S Whois sl (3gub s pus ir & domain vg= ¢
ol 1AE,YY0, VAL, Y+ aS pysl o cws @ |, ol Server

Lo, o) aul @ 9 puS sw nslookup S, « Name Server ¢l SoS @ ¢

iums.ac.ir. SOA  sina........ 0 345600)
iums.ac.ir. NS  sina.iums.ac.ir
iums.ac.ir. NS  nsl.nic.ir

iums.ac.ir. MX 10 sina.iums.ac.ir
smtp.iums.ac.ir. A 195.146.34.181

sina.iums.ac.ir. HINFO Sun-SuperSPARCS5/75 UNIX-Solaris-2.6

sina.iums.ac.ir. MX 10 sina.iums.ac.ir
sina.iums.ac.ir. A 194.225.184.20
sina.iums.ac.ir. A 195.146.34.181
sun.iums.ac.ir. CNAME sina.iums.ac.ir
cisco.iums.ac.ir. CNAME router.iums.ac.ir
webmail.iums.ac.ir. A 195.146.34.181
linux.iums.ac.ir. A 194.225.184.19

linux.iums.ac.ir. HINFO Intel-Xeon/800 RedHat-Linux-7.2

mta.iums.ac.ir. A 195.146.34.181

pop3.iums.ac.ir. CNAME sina.iums.ac.ir

localhost.iums.ac.ir. A 127.0.0.1

proxy.iums.ac.ir. CNAME arvand.iums.ac.ir
&7 © (8] il <
iy R
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www.iums.ac.ir. A 195.146.34.180

atrak.iums.ac.ir. A 194.225.184.14

nsl.iums.ac.ir. CNAME sina.iums.ac.ir
arvand.iums.ac.ir. A 194.225.184.13

router.iums.ac.ir. A 194.225.184.1

router.iums.ac.ir.  HINFO Cisco3640/Access-Server 10S-IP-12.0
iums.ac.ir. SOA sina.iu....... 3456000 345600)

Cuzo HIFNO 3,90 )5 hiad OVl aw, pudles aS s)ls 50,8 s ool sl S S
Mo . piiigi ,39:9,9,8 (oS Wyg0 @ YU 5> Usgy 53 pasiie Shy aS piS s

sina.iums.ac.ir. HINFO Sun-SuperSPARC5/75 UNIX-Solaris-2.6
Cowl paseie Jaw ol )3 )l cuesl jg,w Jolepiww 9 yiguuolS g9 i S|y HIFNO
LS s oslaiwl Sun-SuperSPARCS/75 UNIX-Solaris-2.6 ;| sina.iums.ac.ir aS
Lgiawd b oS il Loil @y plos,ol s @ Sl s bawgi pd | 5L S e vs> ¢
portnum telnet www.iums.ac.ir

i | o 5l Jols auls

: Yo

..master.iums.ac.ir Microsoft ESMTP MAIL Service, Version: 5.0.2195.4905 ready at YY -
Version: ,Microsoft ESMTP MAIL Service ;I LiswolS ol L3 (smtp) YO <je Luw
S sw oslaiwl 5.0.2195.4905

HAR K
+0K Microsoft Exchange 2000 POP3 server version 6.0.5762.3 (master.iums.ac.ir) ready.
Microsoft Exchange 2000 POP3 server version ;| LigauolS Ol 55 (pop3) )+ e pan

S osleiwl T, +,0VY, Y

HARR
NNTP Service 5.00.0984 Version: 5.0.2195.2966 Posting Allowed
.9
= 3 . i
& O ) &
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25U awl>

S>> Social Engineering

53 wcowl leiwl o0 Us; JsS  aS ccwl (sSWSS (oscloi] (sewaipe L Social Engineering
i JgS Wis o, user Sy a8l JI> . eiguolS b @i g au,ls LIS ¢ pow OLWII U Loois SuSs ol
9 Client Hacking ;| wowl Slasgos aS 1u,9lo cows | ... g 359000 Jio | ol wleMbl ailgi sw
.Server Hacking ;| cowl Slaigos (S Sa |y gyl 9 2 JoS |, eyl S, Administer aSl
Vgoso @eiMS Vo aidl yg,w pd 9 5, S wiMS s9ubisw0 pd (eloizl owdipo by
el L0l e il 0,8 S sl (S Giwls Lk 1) SyisleweS sla user

oslewl S adgl J>lwo > Yeosmo Social Engineering Juwg, aS o5 ub pd |, &G ol

Ay 050 1S @olsl Sl Vlisud wleMbl 5l g auS Lo | junno U Ol 5l A% g Sed 5w

e loix] awdigs 5l vldJle

aS auS a>gi adl .S wgilw |, Social Endineering SlasSuSs ;I slasi bl swo bl 5o
ol &S 855 50 9 100> uss ulis Yseso (sds slssisei ol id wleMbl g, ol @8]
P oo S sSide S bl uSsw jon S @ b e g ciwl 05,008 sl e,
ol 8 S 3)ls sl S | Vs ey aS audlgs o okl aied aS aul pus vliass
i) Asu JoS Wl Ly o0 gt (sJsomo USEr U L g, Lo )8 aS ol (sd=o Laids
0 pali -)

LS w0 Syglgax S S sL3I I sileMbl S il (elaiz] awtipo Slagug, 5l S
IR pdiny S 58S | 30 aS adlg>swe 3,9 VM 5l Mio 9 aid,S pwles oS, b asy g
Ll Mitnick Kevin 2wl SaySa (oukspr 5l oSu 9) wwisprin bawgi Sa goi il Sase
wcowl 0w

18 Jlw,l Sy 0 2w -Y

«Speai Jld S Jlyl s> @ g lpaw gio puSe L aS a8 50 g AiS 0 i 545 S b Wie
sewdigo Ulgie @ o LS al>je ool U wiwydise gly Ulssy Mo wbl LU S
Social engineering a5 (odui osliw,d Ul>gyi 5l oslaiwl Wio) (iule (g cowl (selos=l
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1puS o0 law Vel | Adlgs sw lows aS (swusS E-mail 5,9 bo 9 Jww E-mail b Sl -T
18 e Min @S wlox,S 3,955 Welaw £or ol @ wiyinl 5> Ao

23 daanigiy 9) prS S Uil o 1dleso aS sawS E-mail Jsl slasw 53 awss Jeoul lo a0 "
55 aS s E-mail 5,000 b .9 Ugisgs E-mail 5,000 o 351 b (g, Ugisgs E-mail s Lo w
" piinyd s Ugily 13,8 paseie Jsl Llaw

sl 5l ey ol dgise So susl, peed 4 b o Ly LB 4 Cuxe asos
E- 5y0mm 3w 9 wlads usbiw,d sy E-mail juw)ysl b T .0guiv auw 9 0,00 o Ug> «uliips
.Uging3s mail

1auS ;U |, E-mail @ (attached) aowoo J -Y

BB aS (s> L awiaw 9 S U cawl 0w attach o uSe E-mail ool Ls 58S sw aSiul Wio
ol 039)l 8 S aSl o Sugai Juld s attach

: login cuwles 5 9 y9pwino SWLulw U Al Ao S aolw -0

g id Vs Sly axas ul aS s, login sl gal 4 auw axes S Gaslw Wio
wewloow password

. 4
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A3;le5 auul>

netcat ,19165 U LS g9
[, aS sw oslawl footprinting sl S Sy aS Syl Guyipes A gwss > aswl usisl Sl
oslaiwl 1 Gl 58155 JS L5 S8 & aS )l8les0 puiags pls>so V> 03,8 (58,20 NMap
L nc ol ) aiiue 0340l NC aLMs jgbas as sl pU netcat 1381055 ool psS (5820 g, WS 5w
A8 bl Srw K us aS Gl (oo 1380050 S8 NC (S o 9,9 d90 DOS gi aS nc wgl
o "Knife TCP/IP Swiss Army" L "Pocket Knife of network utilities"  sul> 31 .55l
M9 0 o MiS 0 Qaniis s> S9OL> @ | L18l0,0 ol Yol NC Gaod Uliyshaio @S Guis s
Jio swgac Slaculls v ogMe aS pSisw bad puiSy wgl 5l JolS (320 a4 ples ol
g telnet ;| yups sJo wliine 3)Sloc (sSU 05,5 Bgye0 (slus> g, wgl aS S (W Scanning
] (U955 Sldaulo 95 Siax W) Jgrw o 3 CMS od Ulgicas Ugl 3,18 )50
393 pogao W (g b Ay Sk SlaJolepiunw Shy LU Gl Sl8ley ol
Jio) NT slajoaig 5o had asuw ool S SUS |, Lol gl sglugls Sly aS o)ls e
S s LS (Windows XP .Windows2000
Loagi o Ugl S ol vaowd 059l cows s sl
nc -help
s s ls> o
[v1.10 NT]
connect to somewhere: nc [-options] hostname port[s] [ports] ...

listen for inbound:  nc -l -p port [options] [hostname] [port]

options:
-d detach from console, stealth mode
-e prog inbound program to exec [dangerous!!]

-g gateway  source-routing hop point[s], up to 8

-G num source-routing pointer: 4, 8, 12, ...

-h this cruft
M TR — (_ Y ’O_ /?
7 & (5 b %
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-i secs delay interval for lines sent, ports scanned
-l listen mode, for inbound connects
-L listen harder, re-listen on socket close
-n numeric-only IP addresses, no DNS
-0 file hex dump of traffic
-p port local port number
-r randomize local and remote ports
-s addr local source address
-t answer TELNET negotiation
-u UDP mode
-V verbose [use twice to be more verbose]
-W Secs timeout for connects and final net reads
-2 zero-1/0O mode [used for scanning]
port numbers can be individual or ranges: m-n [inclusive]

P30 2aosi 8) Wyl SIS las U ilow bxiod U

port scanning Slw nc ;l oslaiwl
Ulgisw oo NC L 1, L8 ol ol o005, oslaiwl nmap ¢ NMapWin ;1 Wé Siuswl wygs Sy
port Shy (LaSse awogi 9, NMaP Vled SiuSewl Wi Sy pdsb oo a8l ) sl sl
tdugis L ne L scanning
nc -v -z host pornum

olouts « portnum sloay g pumugis | (Sulw puwl Mio) O o L (W ip ) ip LU host sla,
-Z gab o3l gawles wlis> U aul (susy verbose (susy -V owngicse | (eyg L) wyse
S sw osleiwl scanning sl Ne 5l aS sgi s oslaiwl (sudg
S Sz Tee U slada,g sy ) VIV, T1,190,1A) o)lons a0 S ip pudlssse a6S o,9
P9I S0

nc-v -z 217.66.195.181 1-200

pgiise o> o
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artawill-1dedm4 [217.66.195.181] 143 (imap) open
artawill-1dedm4 [217.66.195.181] 139 (netbios-ssn) open
artawill-1dedm4 [217.66.195.181] 135 (epmap) open
artawill-1dedm4 [217.66.195.181] 119 (nntp) open
artawill-ldedm4 [217.66.195.181] 80 (http) open
artawill-1dedm4 [217.66.195.181] 53 (domain) open
artawill-1dedm4 [217.66.195.181] 25 (smtp) open
artawill-1dedm4 [217.66.195.181] 21 (ftp) open
artawill-1dedm4 [217.66.195.181] 19 (chargen) open
artawill-1dedm4 [217.66.195.181] 17 (qotd) open
artawill-1dedm4 [217.66.195.181] 13 (daytime) open
artawill-1dedm4 [217.66.195.181] 9 (discard) open
artawill-1dedm4 [217.66.195.181] 7 (echo) open

Blgicse pd b8y ool @Sl 569 loas cowd Jol @ 3T 5l ey @S s
AS o o 1) 50 Gugs 0 @ bgiye (lois] S Gug

1 ©gr Wb 0piS sy diiaini pd iy Sngo U aS |y e Srw S piwles o S
S LN g Ar (YO SOe (sowyp Sl Wio ausS b o 5l aold L 3505 5l paw S )

paagi S0 (piS
nc -v -z 217.66.195.181 25 80 110

A pudlgs Lwl ne 5l ydn Sas,ul8 b saes Slogu,s s
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PR jaaw Al

Bo,es UL goww

ol S0 L aS SlaiSs sl puwiS gomi | s G puilgicne aS pulosum,; ul> as WV
58 Wy vewl Sy WBO)es ad L3> puiSw Cuxo e, L ul SeS @ aS il aS wowl
9 0l b 5l Uguiiod aS Llp> s wlio SlAOLL; Jio Cow)s) 3,05 395 Legamo VL; (s
L LB sy b pay (als 0SS L5, bli)l sy swols Jug, plaS L8 (g s 3] Ol
S 5L | plas,a ol Wb es

sisasolS Ul Sg) Slaol,u aS auS asgi LU o3L s w pS o (588 S ol ol Sass
By Srw S (Nganswod U 393 @ 393 BO,) wowl 03,5 5L 1) g wsl 5 0 wuas
319> pd g aS Jolepimw i paxe A (usy) Ngabiswo 5U Jolepinuw 39> g
BSos Sl o (Jileo 53 pwiS wua Giwly S50 by aS o Sl 9 (0,180 @
Agadcsw b swils slaaol, bhawes

Sy, Slasly as 3,05 | (ume ol el 5U P S S, TO Wy aS pSiswo sy Jbio Olgic @
gy Ul b p3g> sigasalS (8uxb 5l (5i89 o 5 03,5 5U 1, YO Wiy aS 3,05 3929 pols sisaelS Lsl
S 5o s (03,5 53U |y wye Ol aS) pols aoliy Ul L p)ls 839 45 piS s LIS

WU W,Lsley plaS asul 5 aiS U we 1b LB8ley @ Mol 1, as sliswe Gy Jlgw @ V>
SaiS 5L we

(remote >Mhol 95 ol 5l (sum) aSis Guyb 5l adlgz aS Slasliyy Lo aS cowl ol Ll
slasew bli)l L8 a4 il aS Slaoly S g .S 50 g 4 Wb bl pusiows JB
S 50 wyer aS ubin 9 1o (SW8LS L1380, @ Mio) 5,1

gy W plaS Lo b adl) 558 cumo oy U Vlgisw Slasby ax @b sl aS puow b
$ (Vlwsgx

595> 5 asS telnet puiS oo oslaiwl N g telnet sloel a Lli8les o5 51 LSl sl
p3,S d9duglsy S8 asud> aS pd |, NC g 5,15 39>9 Jolepiwuw

CousS oslaiwl Ulgisw 13000, 95 ol 5l @isd> V>

: telnet l oslaicwl -)

oaanggis Wb oS Cumo YO Wygs b 51 128, TY0, VALY o lout ay oSl ip b pudlgsy S3I
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telnet 194.225.184.13 25 ‘
PaiS Gz Ul L YO s 0L Bub Sl 9 008 Earat 1l b )13, bl aSul a2y 9

: nc l oslaisw! -Y

s paaasis LU couds plxil netcat b |, LS ulod pudlgsy 31

nc -v 194.225.184.13 25 ‘

S Cuzo 4 g9 bl )18, 5l as g

PSS e 1T Oy U
ol 0305w Lo A igaolS Wl L3 5, 2wl 9 Ules aS aul ed GiuylS 9wl daytime wgl 55 oU
ol il 0305 Vg UeiileMbl U puts Juog inpy aS audlS hasd aiwl) juw bz Vool wgy
5L as 5,8 ,18 wygr @y b Olgicse (889 aS Al Ugisk) wwl @i @ igapolS Sl slis 9y Wy
Nawn
L sgiws 95 ol Sl oSo .puS Cums 185, TY0, VALY o)louis ip 51 1Y wyes b peules o Vs
- STV V)

telnet 194.225.184.13 13

nc-v 194.225.184.13 13
Gl daytime aS i |, gadsleo Ulgicsw 1Y sac Sl @ wlygiws ol s awll
VIR VRWIIC

11:35:33 AM 10/5/2002
ol 35 4 Vgase wleMbl ol pus)S wol)s 5, JiwileMbl g pu3,S L8, bli)l wigy ol L abs
tuxo siguolS Uyl loj I awll) puizy pwa> | yiguolS wgl uldhex VL aS >y 95 50

wowl Ul b Olojod Giwielw v wwl Olul 5o pols LiguolS ol Jlin Ulgie @ (ol

PaiS o Vo0 b
il lowd @S (sod Ugx pSswe Usows Wugr 8y gy il e weewl echo wyg ol el
ip L S)iguolS V g @ o Mo i dis0 gy Ugily ) BULed 9 aiSiswo aulss | dngi
S NC L wuli 198, YV0, 1AL, T o lo
telnet 194.225.184.13 7
nc -v 194.225.184.13 7
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3 Ali1000 S b a3l Win @i Bsv0 pars ol Usl comussis oo s 13 bliyl 1,8, 51 2z
LU LIS vas ples Sl awiuw b3S Olssiel Ugisgs ... Alil000 pgini swo wlg=> o Enter
iy p0d S;U Ugows ol U puds ;Lad |, Ctrl+C anS>

G Cadeaw S5 o gy il b 03,3 L, gy

7 © ] in x4
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pﬁ))l..ﬁ_, >

o> V] )90

U018 5 03,8 o ol sbul Llsl as gy ol 2,8 LaisSese finger wyss [, VA e
wsSaigs Sl piuw 03leils ) bhad Lyyai ps OVI) cowless) puSies Jolepiuw yogase
(ewl oslaiwl LB oy ool

5l a8 g9 sl request S b adioso il U puSuigs Jolepiumw S, wgr ol (sudy
piew 4 WDolsS (i) Lwd on elsS 1y account puwsaw Ul 53 aS wulwS G
Us> 9 oSwsw finger server (@S sw U i S5 53 9, VA g aS Slaol, (wleais login
aS V> .S oslawl Finger Deamon w,lie 5l Guwigicse ol puSiiss Jele s paiss

onS L1850 bli)l Ogl b puigicse bowis i 5L s Sg, VA wjygy

PSS wweo VA Oy U
5,8 oslasiwl adue NC g telnet aoly 95 5l B, U Ws)S cuxo Sly (aulsisw aS gbules
w3y 9 usSws Sladelepiuw ploi ) finger pU @ )55 L8y @ VA wgr 3,90 )
Sy ,8 @ Ao pigl sl Aol 95 5 o9Me as 55 399 9y SdJolepiuwuin
LS 1,8, bla)l router2.iums.ac.ir oewl @ S,iu0lS 5> VA wye U plescsw aS auS 5,9
tpaSeswo oslaiwl 1) 5 jeiws aw 5l SIS (ol Sl
telnet router2.iums.ac.ir 79
nc -v router2.iums.ac.ir 79
finger .@router2.iums.ac.ir
9iwd Vg (@ Syl jgiws (g 0l pasuie gy 0l Jol sgiws 95 55 aS LS wds
35S 50850 blo,l slalos wyer b puldl Ulgicswes 5 e 0slaiwl L8 u0d Sl kas finger
Lpgisiisoe Vo> ogiaws Shal 5l asy . auS asgs 51 jeiws Lzl @ Los
Line User  Host(s) Idle Location
33tty 33 whgh  Async interface 0
34 tty 34 najahan Async interface 0
35tty 35 sadf  Async interface 0
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36 tty 36 abokho Async interface 0
38 tty 38 whgh  Async interface 0

39 tty 39 bzamani Async interface 0
40 tty 40 saeedmah Async interface 0
41 tty 41 mfaizi Async interface 0
42 tty 42 gourabi Async interface 0
43 tty 43 farhadz Async interface 0
44 tty 44 arbks  Async interface 0
45 tty 45 mhalavi Async interface 0
46 tty 46 farhood Async interface 0
47 tty 47 staavoni Async interface 0

48 tty 48 whgh  Async interface 0
*66 vty 0 idle 0217.218.84.58

Interface User Mode Idle Peer Address

@ Siwy b olew Cows 4 VA w9 SaS @ aS ileMbl aS cowl ol ppe WSS
(username) 1,3l oL 5 09Me W pimw 3l oy w9 w0 9, wleMbl ol aS o)l 59w
iwlos 1) ... 9 US login Jxo g cuclw o8l $Sslgils oL g U (abiso 05 Jlio il 4> aS
Lhi a5l aS cowla username ccowl S yiio g 505 599 Lined aS S bl Ludssw
o2l b3 .. 9 whghinajahan peowl @ wlacslS] Lo JUo ool 5 wonwl dieai)l Hleww S S
3,90 3,8 (sJg 2wl 390 swilS] L3I Lailes,S login Lols> JI> s abgsye 319l g 3515 39>9 59w
Sy had cowd il gbows osls Giwles (il osis s)ls wolSl Of 5l Lols s s L
QS aamlis b 20800 wanaiS e ol b oLl 3 Lo a5 ool pay wawl Jlod Slaculs]

YY) m|9‘> ogliu.n Pags (o

2,850 S0 a> a wielbl ol
L legal 50,8 wJl> s audl) cowl Enumeration J>lw 5l s> «0s,S finger aS o3y gul Jsl
ol UL, o vs,S 1y Enum avMs gb @ L Enumeration w,le | jghio (g8
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