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Fasdls o) yan Lo L i gad oo Jald )3 (o 85 $ians (5 0 925 G398 Sia ol s

htaccess Ll 4 o yiss 3 (s S gla

S aalga 5 gaas Las htaccess Lk w1 §lolS sl s oS ol
S

secure htaccess file
<Files .htaccess>

order allow,deny

deny from all

</Files>

prevent viewing of a specific file
<Files secreffile.jpg>
order allow,deny
10deny from all
</Files>
multiple file types
<FilesMatch ".(htaccess|htpasswdl|ini|phpsi|flajpsd|log|sh"$>
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Order Allow,Deny
Deny from all
</FilesMatch>

: (DefaultCharset) & ddis L) S 2

o8 el 53 55 st LB SR G La 8555 @ s sad salii) (A 5a0 . L) Sl sl
ola 5L L1 olaiin wies S afin 2LT G ) sl s b fasss 158 cul glas

2ol (on oS aul fuw 5l Jae ol S Yl
#pass the default character set
AddDefaultCharset utf-8

:mod_rewrite ju s coliicsl oulsl g (dig

Juslo 45l sl oS 1yl upa htaccess Juls 5,0 ) alss e |, mod_rewrite

S suliinl sulsl |, mod_rewrite

Jsl shes olad s 5S gl 5uls 15 sl OlSe s sies S suliie ) htacCESS Joli o 55 oS )

sl . htaccess
RewriteEngine on
Sl olua S goa (Sa S 5 S w htaccess « wiSs 5 gal 3

saliie ) mod_rewrite i La ;T 5o «S sthtaccess sla bl 4aa Jgl o ju 1, oS ol <l 5

s 53 S e
—~ e (il o
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mod_rewrite sl S < g clla —
Sl 533 & sems MOA_rewrite < sa 5 subew alla

[P]
RewriteRule Pattern Substitution [Flag(s)]
/p]

Timezone auuis

Sas gls sid alig i€ o sulin | PHP umktime L date wls o) s i) aas
3 ) S o a3 53 e 51 1, TIMEZONE sl (T U o), oS ol aass L 4 ol
9oly b oS al o il 5l OIS Led (s La S s L0 a8l e 1 Latimezone

i 1 L Sl ol B a gl asa Olea

S saalins
5
SetEnv TZ Asia/Tehran
SEO Friendly
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301 ol cubli ¢ ae g sai—wa sla 300 <oa daly, ool 2 SEO Friendly 1 s
.4l 1, s Permanent Redirect
S

Redirect 301 <a>
href="http://www.datisdesign.com">http://www.datisdesign.com/</a>
(http://www.datisdesign.com

aslils aliay 3 akis

<
AddType application/octet-stream .pdf
AddType application/octet-stream .zip
AddType application/octet-stream .mov
Skip WWW

Sl ool S 45 € !l G Gl 5 sl gatien b, sSse s sl G SIS 51 S
S 0 1 WWW S31 5 dan oS a5l Hlo L ol bl aS sl sl oy S
oSl b s e pla,l NON-WWW
W5
RewriteEngine On RewriteBase / RewriteCond %{HTTP_HOST}
“www.datisdesign.com [NC] RewriteRule *(.*)$ http://datisdesign.com/$1
[L,R=301]
Cache Files

olas ol (Pl Jea lsd Hu b5 ol (Slads S ladh cula sl4LL 5l (e & Sl (pay (IS

Slads 5o B i€ 85030 5)lS S50 5o el e & diias K 53 55 Gadie G Sae H1E oS
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GISLL e aulgd 59 g O @IS0L Gl P 03 51 LG (ol culis 4 aaalse san
IS sl dia Gadia g g0 pA cuba
_,a_u:.JalS_,J‘,at._‘_,‘s'S._ua..\Li.‘.....!ut.:,l‘.j.\‘sJ_,&k}a«SMg;s‘salJ)l)iQle.Jq(Sgﬁ
oS soliil fsiesa Sl o o) Gias 58 Dl ais e Lad
#BEGIN Expire headers
<ifModule mod_expires.c>
ExpiresActive On
ExpiresDefault "access plus 1 month"
ExpiresByType image/x-icon "access plus 1 year"
ExpiresByType image/jpeg "access plus 1 month"
ExpiresByType image/png "access plus 1 month"
ExpiresByType image/gif "access plus 1 month"
ExpiresByType image/jpg "access plus 1 month"
ExpiresByType application/x-shockwave-flash "access plus 1 month"
ExpiresByType text/css "access plus 1 month"
ExpiresByType text/javascript "access plus 1 year"
ExpiresByType application/javascript "access plus 1 year"
ExpiresByType application/x-javascript "access plus 1 year"
ExpiresByType text/html "access plus 600 seconds"
ExpiresByType application/xhtml+xml "access plus 600 seconds"
ExpiresByType font/ttf "access plus 1 year"
ExpiresByType font/woff "access plus 1 year"
</ifModule>

#END Expire headers

#BEGIN Cache-Control Headers

<ifModule mod_headers.c>

<"$<filesMatch "\.(ico|jpe?g|png|gif|swf|woff|ttf)
"Header set Cache-Control "max-age=2592000, public
<filesMatch/>

<"$filesMatch "\.(css)>
"Header set Cache-Control "max-age=2592000, public
<filesMatch/=

<"$filesMatch "\.(js)>
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"Header set Cache-Control "max-age=2592000, private
<filesMatch/>

<"$filesMatch "\.(x?htmI?|php)>

"Header set Cache-Control "max-age=600, private, must-revalidate
<filesMatch/>

</ifModule>
#END Cache-Control Headers

#BEGIN Turn ETags Off

<ifModule mod_headers.c>
Header unset ETag

</ifModule>

FileETag None

#END Turn ETags Off

#BEGIN Remove Last-Modified Header
<ifModule mod_headers.c>

Header unset Last-Modified
</ifModule>

#END Remove Last-Modified Header

Ll 31 5 puasts 510 58 08 Jlad el

oS Yl 1) OIS il e s el 51 s (51

1<
#explicitly disable caching for scripts and other dynamic files
<filesmatch>Header unset Cache-Control </filesmatch>
> —= —
7 © S [O”Eﬂ Z/
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S

[P]
RewriteRule *ileone.html$ filetwo.html
/p]

oS aib e fileone.html Ll 5o SHb s)se o (Sl 5350 o S48 e el oS 0l

3 L filetwo.html L

0ol (3 5T S2 0a S w309 Eoas

22338 3l asls (o S (58 gha Gl y © peld o TL (padib o5, 5l atula S
S soliil

$RewriteCond %{REMOTE_ADDR} *(A.B.C.D)
RewriteRule #/* http://www.domain.com/sorry.html [L]

oy e Syl gy sb o IP Sy s @32l ABC D pls
daie S OB e Wa S Ll s, 5e e yol hitp//www.domain.com/sorry.html sls

S a5l g el pladia alig syls
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Query Strings cuws j Hadd (oMa

w5l gins Lad culny s aurl s 21
http://www.domain.com/home.html?example=12345abcd

ot badh culiny o ol 50 Do a8 (s Hols olad 1o 0S8 4wl Gy S
8 30 aaieia S uoal Gl SIS Fa g adad 2 5na K S ol ola b )3
Sl el e Slpa Sty Jae o) 35S auliieal (gl 3 Kus sla B Bb by Gl oy subiind

2 auliiand 53 S 5t GaMA L (ol ) paal s 3

RewriteCond %{QUERY_STRING} *id=456&lid=789.* [NC]
RewriteRule (.*) http://www.domain.com/$1? [R=301]

cdiue e | as g mede gl cun 51 SL stie sl s QUETY cis 31 S G oS 0l b

cuun SQlINjECHON 35k 3 ol s ol Sa 3 S sla oyl 5 a5l an iiiel i LIS oyl

A 3 gans il dials da s |y () yuylS aw s

S
# 1block visitors referred from indicated domains
2lfModule mod_rewrite.c>
3RewriteEngine on
4RewriteCond %{HTTP_REFERER} scumbag.com [NC,0OR]
5RewriteCond %{HTTP_REFERER} wormhole.com [NC,OR]
6RewriteRule .* - [F]
&
8ifModule>
~ S s
) @ 3l Ay 4
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s Jald o slal o Cias guas sl
S il =abe Yo 5 ubT Bl L pas JSShas 5 S L
php_value upload_max_filesize 20M

Fepllany) G pan 49 G gaaa slad

58 (pand oublSa ¥ ) oy 58 paa JShia e 5 S L
php_value post_max_size 2M

ipadudie JSbey o sl jurequast time aliug Jiala

ot b S Sl clsa s sle) SiSlia requast time
php_value max_execution_time 200

:GET g POST oiledal o8l o (jlo yislaa

php_value max_input_time 250

:GZIP culild o8 Jlas
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38 Gage g5 Sl wl G0 Sty €10 sl 3l ol 5 €Sin Sty cullB
O 13 DMACCESS (Ll Ho o 5asd cules s, ol Jlad (g)ss 55 25 S S Slaidg S
53 5550 (sLa 5 4 ras i sine La b a3Se aulii ol p g3 ol (g (0 S w55 0l )
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#BEGIN Compress text files
<ifModule mod_deflate.c>
<filesMatch "\.(cssljs|x?html?|php|woff|ttf|png|jpg|gif)"$>

SetOutputFilter DEFLATE
</filesMatch>

</ifModule>
#END Compress text files
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s Osiblis s
RewriteCond %{REQUEST_FILENAME} !-f
RewriteRule Aimages/.*.jpg$ /images/default.jpg [L]
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hotlinking ;! S sla
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$"1 RewriteCond %{HTTP_REFERER]}

RewriteCond %{HTTP_REFERER]} !*http:/(www.)?domain.com/ .*$ [NC]
RewriteRule .(gif|jpg|swf|flvipng)$ /feed/ [R=302,L]

S Ga e G5asa cule el L 5, domain.com YL S s
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$"1 RewriteCond %{HTTP_REFERER]}
RewriteCond %{HTTP_REFERER]} !*http:/(www.)?domain.com/ .*$ [NC]
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RewriteRule .(gif|jpg|swilflv|png)$ /feed/ [R=302,L]
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order allow,deny

deny from 255.0.0.0

deny from 123.45.6

allow from all
N — (o o —=]
v & ) b %
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Options -Indexes 1
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AuthType Basic

"AuthName "This Area is Password Protected
AuthUserFile /full/path/to/.htpasswd

Require valid-user
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G i Gugss edle Gol sl 15 5ed @l st (U8 (A aelsi Sl ealiul b oS e sl
:uas alasl wp-login.php

<Files wp-login.php>

Order Deny,Allow

Deny from All

Satisfy Any

"AuthName "Protected By AskApache

AuthUserFile /web/askapache.com/.htpasswda1

AuthType Basic

Require valid-user

<Files/>

:htaccess o wp-config Juls cuial (s, YU

culs ol sL oledlal 4 pw yiwn 3 (58 sla 5 Slia b oledlal o8 yeu 51 558 sla (5
b Ol B s 5, 05 S

<files wp-config.php>

order allow,deny

deny from all

<files/>

:wp-includes ;ulgs (s gine caisal il 381

: oeas Llys htaccess s 45 55 oS wilk
Block the include-only files #
RewriteEngine On
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| RewriteBase

RewriteRule “wp-admin/includes/ - [F,L]

RewriteRule !"wp-includes/ - [S=3]

RewriteRule *wp-includes/["/]+\.php$ - [F,L]

RewriteRule *wp-includes/js/tinymce/langs/.+\.php - [F,L]
RewriteRule “wp-includes/theme-compat/ - [F,L]

Ty 9 Cr ygd (sLa alisl slasd JSdie Ja

Ao b ol FSuaose 0l dwo o s cale a8 Hua b ss S cis &SI
BB 5 55 530 oS cusgans (ol Ja gl sain Glal s s 85030 aay (aiSie Glal o
: e L3 htaccess

<lfModule mod_php.c>

php_value suhosin.post.max_vars 7000
php_value suhosin.request.max_vars 7000
</ IfModule>

s lad ouuyaa 9 gu 0 jl Category ia

WS e 50 e ey ouosl 5o /CAtEQOTY/ 4alS s b Gt ls cuw s oo e Wl
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S sl G538 55 LIS (ol €S s 28 CAIEYOTY © L g yo (S5 05 53y 5203 b Gl o
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RewriteRule "category/(.+)$ http://www.yourblog.com/$1 [R=301,L]
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Options +FollowSymLinks
RewriteEngine On
/ RewriteBase

RewriteRule \.(html|php)$ - [S=4]

RewriteRule *(["_1")_(["_1")_(("_1)_(("_1")_(.")$ $1-$2-$3-$4-85
[E=uscor:Yes]

RewriteRule *([*_1*)_(("_1)_([*_1")_(-))$ $1-$2-$3-$4 [E=uscor:Yes]
RewriteRule *([*_1*)_([*_1")_(.*)$ $1-$2-$3 [E=uscor:Yes]
RewriteRule *([*_1*)_(.*)$ $1-$2 [E=uscor:Yes]

$RewriteCond %{ENV:uscor} "Yes
RewriteRule (.*) http://d.com/$1 [R=301,L]
Al 380 seulie o g5, WIS e «tuas RewriteBase ; RewriteEngine s

a5k Jus 1 RewriteEngine 1yl el o Lo Lol 552

5315, MOd_rewrite wils o« 4 Ky € pod o (nl 350 53 a3l 5 ol sl Giss
5l s wiles Jlad s a5
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RewriteRule Adir/([0-9]+)/?$ /index.php?id=$1 [L]
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DirectoryIndex index.html index.cgi index.php 1
aiaas sy SSI ) Ll aikes Slaids Ll ol 5l i cla S

o Sluidy aa SSI G wis aylg )y ) bekd Suadls

AddType text’/html .shtml
AddHandler server-parsed .shtml
Options Indexed FollowSymLinks Includes

aiiean s |l ShIMI 6 5 U laols LS € 55K ol Sl a2
S a5 bl fpl 5 g 3 padine Biely pgen a3 ilial handler < a o ba
caiS Jlas 1 SO a5 5y past ) a5 50 4 5L G (B sA Led ol b

225 bshd sl dee s L M sl 5) SBlaa &5 500 3 SSI sladss assls s 50 a8 S

oK wilal
AddType text’/html .shtml .html . htm
AddHandler server-prased .shtml .html .htm
Options Indexes FollowSymLinks Includes
> —= —
v © (O] i =
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AddType application/octet-stream .zip .mp3 .mp4 1

oudd (6 )b adid (sUad (slaniw
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ErrorDocument 100 /100_CONTINUE
ErrorDocument 101 /101_SWITCHING_PROTOCOLS
ErrorDocument 102 /102_PROCESSING
ErrorDocument 200 /200_OK

ErrorDocument 201 /201_CREATED
ErrorDocument 202 /202_ACCEPTED
ErrorDocument 203 /203_NON_AUTHORITATIVE
ErrorDocument 204 /204 NO_CONTENT
ErrorDocument 205 /205 _RESET_CONTENT
ErrorDocument 206 /206_PARTIAL_CONTENT
ErrorDocument 207 /207_MULTI_STATUS
ErrorDocument 300 /300_MULTIPLE_CHOICES
ErrorDocument 301 /301_MOVED_PERMANENTLY
ErrorDocument 302 /302_ MOVED_TEMPORARILY
ErrorDocument 303 /303_SEE_OTHER
ErrorDocument 304 /304 _NOT_MODIFIED
ErrorDocument 305 /305_USE_PROXY
ErrorDocument 307 /307_TEMPORARY_REDIRECT
ErrorDocument 400 /400 BAD REQUEST
ErrorDocument 401 /401_UNAUTHORIZED
ErrorDocument 402 /402_PAYMENT_REQUIRED
ErrorDocument 403 /403_FORBIDDEN
ErrorDocument 404 /404 _NOT_FOUND

ErrorDocument 405 /405 METHOD_NOT_ALLOWED
ErrorDocument 406 /406_NOT_ACCEPTABLE

ErrorDocument 407 /407_PROXY_AUTHENTICATION_REQUIRED
ErrorDocument 408 /408 REQUEST_TIME_OUT

ErrorDocument 409 /409 CONFLICT

ErrorDocument 410 /410_GONE

ErrorDocument 411 /411_LENGTH_REQUIRED

ErrorDocument 412 /412_PRECONDITION_FAILED
ErrorDocument 413 /413_ REQUEST_ENTITY_TOO_LARGE
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ErrorDocument 414 /414_REQUEST_URI_TOO_LARGE
ErrorDocument 415 /415_UNSUPPORTED_MEDIA_TYPE
ErrorDocument 416 /416_RANGE_NOT_SATISFIABLE
ErrorDocument 417 /417_EXPECTATION_FAILED
ErrorDocument 422 /422_UNPROCESSABLE_ENTITY
ErrorDocument 423 /423 _LOCKED

ErrorDocument 424 /424 _FAILED_DEPENDENCY
ErrorDocument 426 /426 _UPGRADE_REQUIRED
ErrorDocument 500 /500_INTERNAL_SERVER_ERROR
ErrorDocument 501 /501_NOT_IMPLEMENTED
ErrorDocument 502 /502_BAD_GATEWAY
ErrorDocument 503 /503 _SERVICE_UNAVAILABLE
ErrorDocument 504 /504 GATEWAY_TIME_OUT
ErrorDocument 505 /505 _VERSION_NOT_SUPPORTED
ErrorDocument 506 /506_VARIANT_ALSO_VARIES
ErrorDocument 507 /507_INSUFFICIENT_STORAGE
ErrorDocument 510 /510_NOT_EXTENDED

o9 olaa (5 S sl

dos odea i (5,8 4a htaccess us

cuuls taccess sl 1) 52) oS ol o) » b by sfake wab 5l eaSsls sl

SetEnvifNoCase User-Agent .* allowed_agent
Order Deny,Allow

Deny from All

Allow from env=allowed_agent
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RewriteEngine On

<IfModule mod_rewrite.c>

[RewriteCond %¥{HTTP_USER_AGENT} Aw3af.sourceforge.net [NC.OR
[RewriteCond %{HTTP_USER_AGENT} dirbuster [NC,OR
[RewriteCond %{HTTP_USER_AGENT} nikto [NC,O0R
[RewriteCond %{HTTP_USER_AGENT} SF [OR
[RewriteCond %{HTTP_USER_AGENT} sqlmap [NC,OR
[RewriteCond %{HTTP_USER_AGENT} fimap [NC,OR
[RewriteCond %¥{HTTP_USER_AGENT} nessus [NC,OR
[RewritaCond %{HTTP_USER_AGENT} whatweb [NC,OR
[RewriteCond %{HTTP_USER_AGENT} Openvas [NC,OR
[RewriteCond %{HTTP_USER_AGENT} jbrofuzz [NC.OR
[RewriteCond #{HTTP_USER_AGENT} libwhisker [NC,OR
[RewriteCond %{HTTP_USER_AGENT} webshag [NC,OR
RewriteCond %{HTTP:Acunetix-Product} AWVS

;GEGE:S‘O“‘JO\M#UJN.—

[RewriteRule A_* http://127.8.6.1/ [R=361.L

<IfModule/s 17
L — (5 o il
) & (8] in %
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SQL Injection olea 3l s 43 ola chtaccess. us

Olal so sha 3l wlad o sS85k sub) s 5 SQL Injection s 31 ) htaccess. <

(L) 55 aalsa

RewriteEngine On
Options +FollowSymLinks
ServerSignature Off

RewriteCond %{REQUEST_METHOD}
ANHEAD|TRACE|DELETE|TRACK) [NC,0OR]
RewriteCond %{THE_REQUEST} *.*(\\r|\\n|%0A|%0D).* [NC,OR]

RewriteCond %{HTTP_REFERER}
A(.*)(<|>|'|%0A%0D|%27|%3C|%3E|).* [NC,OR]

RewriteCond %{HTTP_COOKIE} *.*(<|>|'|%0A|%0D|%27|%3C|%3E|).*
[NC.,OR]

RewriteCond %{REQUEST_URI} /(,]:|:|<l>|">|"<//I\.\.\\).{0,9999}.*
[NC.OR]

RewriteCond %{HTTP_USER_AGENT} *$ [OR]

RewriteCond %{HTTP_USER_AGENT} *(javalcurljwget).* [NC,OR]
RewriteCond %{HTTP_USER_AGENT}

A *(winhttp|HT Track|clshttp|archiver|loader|email|harvest|extract|grab|miner
).* [NC,OR]

RewriteCond %{HTTP_USER_AGENT} A.*(libwww-
perl|curllwget|python|nikto|scan).* [NC,OR]

RewriteCond %{HTTP_USER_AGENT}

A5 (<|>|'|%0A|%0D|%27|%3C|%3E|).* [NC,OR]

RewriteCond %{QUERY_STRING}
AEGl<I=]'"IN) |%0A|%0D|%22|%27|%3C|%3E|).*(/\*|union|select|insert|cast|s
[et|declare|drop|update|md5|benchmark).” [NC,OR

RewriteCond %{QUERY_STRING} *.*(localhost|loopback|127\.0\.0\.1).*
[NC,OR]
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RewriteCond %{QUERY_STRING} *.*\.[A-Za-z0-9].* [NC,OR]#
RewriteCond %{QUERY_STRING}

A *(<|>]'|%0A|%0D|%27|%3C|%3E|).* [NC]

RewriteRule *(.*)$ sqlinj.cfm

Lt 358 00 55 4 55 SONNECIM b sealy sl 15 e culins s G305 S aeal S S
S DA ey Gl gl SSaspal S a5 0

pVS os cany i htaccess. us) 5o o 4 ool )

1ok obla b 1 Lat LG 518 s 5 958 o aa )y Su5e MEtrack 15l a5 sala S ool L

htaccess aliug « (SQL INJECTION ) us &s, 35 cdhaa 3l (53 sda

4 olis wsa g 4 Y sane sulu sBLL o Siiel el cde 4 oS 30558 @ Mas wd yuise € gl par

ame Ot 5 S Gl K5 sl 3 i) al e Jsaal g asial Bl g g b 4S8 Gl

29 olals S L S At 518 S S el e Hi s Suois cia gkl B a i S Sl

s walsa slel o sglinjection =des 5l sub LLa as G htaccess
s g s hack.cfm caia b€ a5, et 5, ol bolsds oS € 3,0 50

Ot D18 sl s 5 S bbb wb ek ssa ) adie Gl S
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RewriteEngine On
Options +FollowSymLinks
ServerSignature Off

RewriteCond %{REQUEST METHOD} A(HEAD|TRACE|DELETE|TRACK)
[NC,OR]

RewriteCond %{THE_REQUEST} ".*(\\r|\n|2%0A|%0D).* [NC,OR]

RewriteCond %{HTTP_REFERER} A(.*)(<|>|'|%0A|%0D|%27|%3C|%3E|).*
[NC,OR]

RewriteCond %{HTTP_COOKIE} A.*(<|>'|%0A|%0D|%27|%3C|%3E|).*
[NC,OR]

RewriteCond %{REQUEST _URI} M(,|:[:[<[>|">|"<//\W\.\.\).{0,9999}.*
[NC,OR]

RewriteCond %{HTTP_USER_AGENT} "$ [OR]

RewriteCond %{HTTP_USER_AGENT} *(javalcurljwget).” [NC,OR]
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RewriteCond %{HTTP_USER_AGENT}
A*(winhttp|HT Track|clshttp|archiver|loader|email|harvest|extract|grab|miner
).* [NC,OR]

RewriteCond %{HTTP_USER_AGENT} *.*(libwww-
perl|curllwget|python|nikto|scan).* [NC,OR]

RewriteCond %{HTTP_USER_AGENT}
" *(<|>|'|%0A|%0D|%27|%3C|%3E|).* [NC,OR]

RewriteCond %{QUERY_STRING}

A*Gl<I=]'"N) |%0A|%0D|%22|%27|%3C|%3E|).* (\*|union|select|insert|cast|s
[et|/declare|drop|update|md5|benchmark).” [NC,OR

RewriteCond %{QUERY_STRING]} *.*(localhost|loopback|127\.0\.0\.1).”
[NC,0R]

RewriteCond %{QUERY_STRING} *.\.[A-Za-z0-9].* [NC,ORJ#

RewriteCond %{QUERY_STRING} *.*(<|>||%0A|%0D|%27|%3C|%3E|).*
[NC]

RewriteRule #(.*)$ hack.cfm
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htaccess L. 53 Redirec

[x_,'.'q._nl_ol;_,\.sJ‘,.;_,_)Sf.\deuqqaliglgl.ég.\)s:ﬁxhe_,L;l_,:“s.»L_._‘)‘sl.g,nlJQS.\:_Q'..\:\.aLd:.

psSee € ol pan S

PaS ks s ba Ll s

Redirect /OldDir/OldFile.html http://www.domainname.com/newdir
Sl 52} g 0 ) siees Gal b

Redirect oldlocation newlocation

-2l sl JolS Geal ol b newlocation S asl bl giis

S s5aae User-Agent Header « G 1, olsI8 o jias

spider ;5 Lbot 51 ;s gala K s e Lot 8L Gligs Gijuae 3 W15 e By, Ol

1,8 el la
<

#block visitors referred from indicated domains

<IfModule mod_rewrite.c>

SetEnvifNoCase “User-Agent$

*(craftbot|download|extract|stripper|sucker|ninja|clshttp|webspider|leache

r|col lector|grabber|webpictures) HTTP_SAFE_BADBOT

SetEnvifNoCase *User-Agent$ .*(libwww-perljaesop_com_spiderman)

HTTP_SAFE_BADBOT

Deny from env=HTTP_SAFE_BADBOT
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</ifModule>
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RewriteEngine On

RewriteCond %{HTTP_USER_AGENT} "BlackWidow [OR]

RewriteCond %{HTTP_USER_AGENT} *Bot\ mailto:craftbot@yahoo.com
[OR]

RewriteCond %{HTTP_USER_AGENT} *ChinaClaw [OR]
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RewriteCond %{HTTP_USER_AGENT} *Custo [OR]
RewriteCond %{HTTP_USER_AGENT} "DISCo [OR]
RewriteCond %{HTTP_USER_AGENT} “"Download\ Demon [OR]
RewriteCond %{HTTP_USER_AGENT} “eCatch [OR]
RewriteCond %{HTTP_USER_AGENT} "EirGrabber [OR]
RewriteCond %{HTTP_USER_AGENT} "EmailSiphon [OR]
RewriteCond %{HTTP_USER_AGENT} "EmailWolf [OR]
RewriteCond %{HTTP_USER_AGENT} "Express\ WebPictures [OR]
RewriteCond %{HTTP_USER_AGENT} "ExtractorPro [OR]
RewriteCond %{HTTP_USER_AGENT} *EyeNet|E [OR]
RewriteCond %{HTTP_USER_AGENT} "FlashGet [OR]
RewriteCond %{HTTP_USER_AGENT} "GetRight [OR]
RewriteCond %{HTTP_USER_AGENT} "GetWeb! [OR]
RewriteCond %{HTTP_USER_AGENT} *Go!Zilla [OR]
RewriteCond %{HTTP_USER_AGENT} "Go-Ahead-Got-It [OR]
RewriteCond %{HTTP_USER_AGENT} "GrabNet [OR]
RewriteCond %{HTTP_USER_AGENT} "Grafula [OR]
RewriteCond %{HTTP_USER_AGENT} "HMView [OR]
RewriteCond %{HTTP_USER_AGENT} HTTrack [NC,0OR]
RewriteCond %{HTTP_USER_AGENT} "“Image\ Stripper [OR]
RewriteCond %{HTTP_USER_AGENT} "image\ Sucker [OR]
RewriteCond %{HTTP_USER_AGENT} Indy\ Library [NC,OR]
RewriteCond %{HTTP_USER_AGENT} "InterGET [OR]
RewriteCond %{HTTP_USER_AGENT} *Internet\ Ninja [OR]
RewriteCond %{HTTP_USER_AGENT} *JetCar [OR]
RewriteCond %{HTTP_USER_AGENT} "JOC\ Web\ Spider [OR]
RewriteCond %{HTTP_USER_AGENT} Marbin [OR]
RewriteCond %{HTTP_USER_AGENT} "LeechFTP [OR]
RewriteCond %{HTTP_USER_AGENT} *Mass\ Downloader [OR]
RewriteCond %{HTTP_USER_AGENT} "MIDown\ tool [OR]
RewriteCond %{HTTP_USER_AGENT} *Mister\ PiX [OR]
RewriteCond %{HTTP_USER_AGENT} *Navroad [OR]
RewriteCond %{HTTP_USER_AGENT} "NearSite [OR]
RewriteCond %{HTTP_USER_AGENT} *NetAnts [OR]
RewriteCond %{HTTP_USER_AGENT} "NetSpider [OR]
RewriteCond %{HTTP_USER_AGENT} *Net\ Vampire [OR]
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RewriteCond %{HTTP_USER_AGENT} "NetZIP [OR]
RewriteCond %{HTTP_USER_AGENT} "Octopus [OR]
RewriteCond %{HTTP_USER_AGENT} *Offline\ Explorer [OR]
RewriteCond %{HTTP_USER_AGENT} "Offline\ Navigator [OR]
RewriteCond %{HTTP_USER_AGENT} "PageGrabber [OR]
RewriteCond %{HTTP_USER_AGENT} “Papa\ Foto [OR]
RewriteCond %{HTTP_USER_AGENT} “pavuk [OR]
RewriteCond %{HTTP_USER_AGENT} “pcBrowser [OR]
RewriteCond %{HTTP_USER_AGENT} "RealDownload [OR]
RewriteCond %{HTTP_USER_AGENT} "ReGet [OR]
RewriteCond %{HTTP_USER_AGENT} "SiteSnagger [OR]
RewriteCond %{HTTP_USER_AGENT} *SmartDownload [OR]
RewriteCond %{HTTP_USER_AGENT} "SuperBot [OR]
RewriteCond %{HTTP_USER_AGENT} *SuperHTTP [OR]
RewriteCond %{HTTP_USER_AGENT} "Surfbot [OR]
RewriteCond %{HTTP_USER_AGENT} "tAkeOut [OR]
RewriteCond %{HTTP_USER_AGENT} "Teleport\ Pro [OR]
RewriteCond %{HTTP_USER_AGENT} "VoidEYE [OR]
RewriteCond %{HTTP_USER_AGENT} "Web\ Image\ Collector [OR]
RewriteCond %{HTTP_USER_AGENT} "Web\ Sucker [OR]
RewriteCond %{HTTP_USER_AGENT} "WebAuto [OR]
RewriteCond %{HTTP_USER_AGENT} “WebCopier [OR]
RewriteCond %{HTTP_USER_AGENT} "WebFetch [OR]
RewriteCond %{HTTP_USER_AGENT} "WebGo\ IS [OR]
RewriteCond %{HTTP_USER_AGENT} "WebLeacher [OR]
RewriteCond %{HTTP_USER_AGENT} "WebReaper [OR]
RewriteCond %{HTTP_USER_AGENT} "WebSauger [OR]
RewriteCond %{HTTP_USER_AGENT} "Website\ eXtractor [OR]
RewriteCond %{HTTP_USER_AGENT} *Website\ Quester [OR]
RewriteCond %{HTTP_USER_AGENT} "WebStripper [OR]
RewriteCond %{HTTP_USER_AGENT} "WebWhacker [OR]
RewriteCond %{HTTP_USER_AGENT} "WebZIP [OR]
RewriteCond %{HTTP_USER_AGENT} "Wget [OR]
RewriteCond %{HTTP_USER_AGENT} "Widow [OR]
RewriteCond %{HTTP_USER_AGENT} "WWWOFFLE [OR]
RewriteCond %{HTTP_USER_AGENT} “Xaldon\ WebSpider [OR]
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RewriteCond %{HTTP_USER_AGENT} "Zeus
RewriteRule *.* - [F,L]

TTT (oo ginns) (5008 b Lo acdi g3 5u Jald syl 3 (s S gl

0o 5o Jlial shi gola wlpdas 595 TT7 po S aills Al 5y S il 50 S

cands sul (85 5 S 3L htaccess. s
PHP <

AddHandler cgi-script .php .pl .py .jsp .asp .htm .shtml .sh .cgi .htm| Options
-ExecCGl

LFI Gaa 5l (558 gda

T rf— _r? —
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S sda ool 5l La S s 5ol cae LF] o3aa Lilis La colin y 5 aaa s As GVe s g0a
1) asa el g htaccess. 3 b 31wl b Lad iSis solii il Shell ;36 8 5 g1 e
S ook el eMaa ol bilss
S saaliie 1 LR o)les Blis 5o 03y cawl Php oS 51 € pad S wiil i 03 9
S
<php?>
LFI Vulnerable Code

:redirect = $_GET([redirect]$
.include($redirect)
<?

S el EMas ol blis | Lad ) e SigSiuLnet ) Gkl 4 5 45 <
S
###HAH##HBegin - File injection protection, by SigSiu.net
RewriteCond %{REQUEST_METHOD} GET
RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=http:// [OR]
RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=(\.\.//?)+ [OR]
RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=/([a-z0-9_.}//?)+ [NC]
RewriteRule .* - [F]
End - File injection protection #####HiH i
S S solizw | j:http slas URL encoding ;) walgas cuw !l (Sas (=S8 50) YU S walsl o
1S o sla Yh S ago b 5oy n) S o
S
RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=http%3A%2F%2F [OR]

Sl eslii il b €S e Jslis Hs sl Y win x50 htaCCESS. Ll & ) oS (a8l
€ Glal (S8 5)) wikie (Sas |y 503 358 proc/self/environ method
S

proc/self/environ? no way#

ST = o W —=]
iy & (&) [in} K
(@caffeinebookly  caffeinebookly {@caffeinebookly caffeinebookly  t.me/caffeinebookly



RewriteCond %{QUERY_STRING} procVself\Venviron [NC,0R]

Apache HTTP Server CVE-2011-3192 Denial Of Llie ju Loz 31 Wil e 55 S
K ol Gl i bdlae it s August 2011 Lo 5L cuiwas « Service Vulnerability
Ot 515 50 4 Band B Shaipli ) s a5y (Sl 55 4 Ol &S cuwiluS o o des
ol o538 Gl shoal i st (Slide fu)l6

<

#drop Range header when more than 5 ranges
#CVE-2011-3192

SetEnvif Range (,.*?){5.} bad-range=1
RequestHeader unset Range env=bad-range
#optional logging

#CustomLog insert-path-and-name-of-log common env=bad-range
oo il e Lot oS il oS 33 SUGlA 5 0o 5 Jsal a3 S x-frame 5l sl -
353 Ol € e suliiun | | fias o snae (sla s 51 SIL 5 08 al wsa cubiss 55
358 (g1 (51 0 ydn W gRus gl oS Gl Sl (B gal aiad (a3S saliE ol oS ol 5 5 asas s)la)
S ol G a3l sl sie sk 4 padase (53500 Lad G Lo 5 sl Wo gl suly adl
S (5,8 5la htaccess. 3l sulil b
<

Don't allow any pages to be framed - Defends against CSRF #

Header set X-Frame-Options DENY

SIDENY sla & aslge wiin Jlas uz | X-frame o< slal S YU oS bl s
soliio) sl yal HBasd cule 51 s € g X-frame < ouls a3l g SAMEORIGIN

aadls wald 1 X-frame oS sa i S 18 edla) e culin s JAbs Slades g5 G 5 e
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Cross site scripting 31 55 € 51 ssliil b 55 st o3l €5050 4 5 A sla di 5o
653 St ol 81 i fide 1y W culinas 3 A ol e | oSes oS ol 5 solitn | aa g3

aaan 505 0 0 15 1 luie B cusilS wel iy e

XS

#Turn on IE8-IE9Q XSS prevention tools
"Header set X-XSS-Protection "1; mode=block

Content Security Policy -

Cross Site Scripting ks SMas Jlis 5ol Lad 5l 5iue 45 ol cuial sudd 80538 Y S
s halsslal § aiSis sgaas Iy saola sla S sla slhal o) S S el data injection
wiie sulize | Google Analytics ks slews s 5l ass culus s oo 81 Ll wawas Wl
Sl hiad p b L g 65800 51 solii il 4S o 058 1 o (2 s sla oS o
Adlue

'

Only allow JavaScript from the same domain to be run #

.Don't allow inline JavaScript to run #

"'Header set X-Content-Security-Policy "allow 'self

S Slan blie jo ek 0 e Jae Gl g 2d K aalpd ), luliad jie gla XKL gels 5 <

S Gl 0 (San ) i 3 HTTP calia o b

<

#Prevent use of specified methods in HTTP Request
RewriteCond %{REQUEST_METHOD} "(HEAD|TRACE|DELETE|TRACK)
[NC,0R]
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#Block out use of illegal or unsafe characters in the HTTP Request
RewriteCond %{THE_REQUEST} *.*(\\r|\\n|%0A|%0D).* [NC,OR]

#Block out use of illegal or unsafe characters in the Referer Variable of the
HTTP Request

RewriteCond %{HTTP_REFERER]}

AN <|>]'|%0A[%0D|%27|%3C|%3E|%00).* [NC,OR]

#Block out use of illegal or unsafe characters in any cookie associated with
the HTTP Request

RewriteCond %{HTTP_COOKIE} *.*(<|>|'|%0A|%0D|%27|%3C|%3E|%00).*
[NC,0OR]

#Block out use of illegal characters in URI or use of malformed URI
RewriteCond %{REQUEST_URI} V/(,|;|:|<|>|">|"<|/|\W.\.\1).{0,9999}.*
[NC,0R]

#Block out use of empty User Agent Strings

#NOTE - disable this rule if your site is integrated with Payment Gateways
such as PayPal

RewriteCond %{HTTP_USER_AGENT} *$ [OR]

#Block out use of illegal or unsafe characters in the User Agent variable
RewriteCond %{HTTP_USER_AGENT}

A *(<|>|'|%0A|%0D|%27|%3C|%3E|%00).* [NC,OR]

#Measures to block out SQL injection attacks

RewriteCond %{QUERY_STRING}

A< (sl<I=]'"I\) | %0A|%0D|%22|%27|%3C|%3E|%00).*(A*|union|select|insert|c
[ast|set|declare|drop|update|md5|benchmark).* [NC,OR

#Block out reference to localhost/loopback/127.0.0.1 in the Query String
RewriteCond %{QUERY_STRING} *.*(localhost|loopback|127\.0\.0\.1).*
[NC,OR]

#Block out use of illegal or unsafe characters in the Query String variable
RewriteCond %{QUERY_STRING}

A *(<|>|'|%0A|%0D|%27|%3C|%3E|%00).* [NC]

TRACE and TRACK ;. s Juas ,ué htaccess. us
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client G,k 3l aS Sledal aae el oS cowd sl a0 o3, < TRACE and TRACK
s ol Jle K e sils S s Client & losse « w2ue Jlw ) ibm hitp server « K L

$telnet 127.0.0.1 8080 Trying... Connected to 127.0.0.1. Escape character
is '"]'. TRACE / HTTP/1.0 Host: foo A: b C: d HTTP/1.1 200 OK Date: Mon,
04 Oct 2004 14:07:59 GMT Server: IBM_HTTP_SERVER Connection:
close Content-Type: message/http TRACE / HTTP/1.0 A: b C: d Host: foo
Connection closed

#disable TRACE and TRACK in the main scope of httpd.conf
RewriteEngine On RewriteCond %{REQUEST_METHOD} "TRACE
RewriteRule .* — [F] RewriteCond %{REQUEST_METHOD} "TRACK
RewriteRule .* — [F] ... <VirtualHost www.example.com> ... # disable
TRACE and TRACK in the www.example.com virtual host RewriteEngine
On RewriteCond %{REQUEST_METHOD} "TRACE RewriteRule .* — [F]
RewriteCond %{REQUEST_METHOD} "TRACK RewriteRule .* — [F]

# </VirtualHost>

https w HTTP 3 yucss juuds 61 8 5556 058 55820

K 5e, s A oo hitp://Www.yoursite.com ez culw el sule s s

olis YU el 80 cim by s 5 53lS G b Sledl!
88| saian &1l sla =S 3 3 S 51 g, secure locket layer L SSL ) sae L 3
S s g5 s 3 30l G ea b Ju g o) oledlbl (5510 S, ISl JI Gl Gl 53

3 ol o Sledal el ol
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50La YL 443 &5, L «s hitps PO Cuud

e S 5l © Ggiae (B0 98 © 208 5 tine Jlad (535 ws3ae 5, SSI Hsme B
wal ausls

e WU b IR US55 L 40 b 58 il ool (B sule il o

9o bad Sules Guoal S S8 5 58 LB RE O seas S S K6l culhtaccess L i 5
IS 55 Ol 3 Lamt il €508 53,18 €%ae 4S yn iy ag) ol MRS JS5555 L 0 S u)ls
(il 2055 Jlad g swsa JI ol ool Ssae S &S (S50 Ja)aiSan Sty

o a5l s (sl ol €S i Akl o) e s NUPS & P 51 usol oSl 6l G sa
e esbaw 5 (LSS (5 Ko Slaia pil Lol g W G580 (A 0 dega s Jiy Jaks 51 s
aKie 158 sulinil

Judle €€ it (hakas (LS 5 i€ u)ls 55 oS () cule o, htaccess L Jaks JlSul (sl
ccaa Jaé 5w Jals RewriteEngine

:As

RewriteEngine on RewriteCond %{SERVER_PORT} "443% RewriteRule
A(.*) hittps/%{SERVER_NAME}/$1 [NC,R,L]
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Htaccess Jsls us

: ool Vbseo + Sitemap as sl (13 e as ol
xS
#Comment the following line (add '#' at the beginning)
#to disable mod_rewrite functions

#Please note: you still need to disable the hack in
#the vBSEO control panel to stop url rewrites

RewriteEngine On

#Some servers require the Rewritebase directive to be
#enabled (remove '#' at the beginning to activate)
#Please note: when enabled, you must include the path
#to your root vB folder (i.e. RewriteBase /forums/)

| RewriteBase#

#RewriteCond %{HTTP_HOST} !"www\.yourdomain\.com
#RewriteRule (.*) http://www.yourdomain.com/forums/$1 [L,R=301]

$RewriteRule *((urllist|sitemap_).*\.(xml|txt)(\.gz)?)
vbseo_sitemap/vbseo_getsitemap.php?sitemap=$1 [L]

RewriteCond %{REQUEST_URI}
!(admincp/|modcp/|cron|vbseo_sitemap|api\.php)
RewriteRule A((archive/)?(.*\.php(/.*)?))$ vbseo.php [L,QSA]

RewriteCond %{REQUEST_FILENAME} !-f

ST o o W —=]
iy & (&) [in} K
(@caffeinebookly  caffeinebookly {@caffeinebookly caffeinebookly  t.me/caffeinebookly



'\“‘__f_“'z
v/

(weaffeinebookly

RewriteCond %{REQUEST_FILENAME} !-d
RewriteCond %{REQUEST_URI}
l(admincp/|modcp/|cron|vbseo_sitemap|api|redir\.php)
RewriteRule *(.+)$ vbseo.php [L,QSA]

RewriteEngine On

$RewriteRule *((urllist|sitemap).*\.(xml|txt)(\.gz)?)
vbseo_sitemap/vbseo_getsitemap.php?sitemap=$1 [L]

#BEGIN Compress text files
<ifModule mod_deflate.c>
<"$filesMatch "\.(css|js|x?html|?|php)>
SetOutputFilter DEFLATE
<filesMatch/>

<ifModule/>

#END Compress text files

<ifModule mod_expires.c>

ExpiresActive On

"ExpiresDefault "access plus 1 seconds

"ExpiresByType image/x-icon "access plus 2592000 seconds
"ExpiresByType image/jpeg "access plus 2592000 seconds
"ExpiresByType image/png "access plus 2592000 seconds
"ExpiresByType image/gif "access plus 2592000 seconds
ExpiresByType application/x-shockwave-flash "access plus 2592000
"seconds

"ExpiresByType text/css "access plus 604800 seconds
"ExpiresByType text/javascript "access plus 216000 seconds
"ExpiresByType application/javascript "access plus 216000 seconds
"ExpiresByType application/x-javascript "access plus 216000 seconds
"ExpiresByType text/html "access plus 600 seconds
"ExpiresByType application/xhtml+xml "access plus 600 seconds
<ifModule/>
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<ifModule mod_headers.c>

<"$filesMatch "\.(ico|jpe?g|png|gif|swf)>

"Header set Cache-Control "max-age=2592000, public
<filesMatch/>

<"$filesMatch "\.(css)>

"Header set Cache-Control "max-age=604800, public
<filesMatch/>

<"$filesMatch "\.(js)>

"Header set Cache-Control "max-age=216000, private
<filesMatch/>

<"$filesMatch "\.(x?htm|?|php)>

"Header set Cache-Control "max-age=600, private, must-revalidate
<filesMatch/>

<ifModule/>

<ifModule mod_headers.c>
Header unset ETag
<ifModule/>

FileETag None

BEGIN Remove Last-Modified Header #
<ifModule mod_headers.c>
Header unset Last-Modified

<ifModule/>

#END Remove Last-Modified Header
g, ¥ rf— a ro—
© ) fn
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<IfModule mod_mime.c>

AddType text/css .css

AddType application/x-javascript .js

AddType text/richtext .rtf .rtx

AddType image/svg+xml .svg .svgz

AddType text/plain .txt

AddType text/xsd .xsd

AddType text/xsl .xsl

AddType video/asf .asf .asx .wax .wmv .wmx

AddType video/avi .avi

AddType image/bmp .bmp

AddType application/java .class

AddType video/divx .divx

AddType application/msword .doc .docx

AddType application/x-msdownload .exe

AddType image/gif .gif

AddType application/x-gzip .gz .gzip

AddType image/x-icon .ico

AddType image/jpeg .jpg .jpeg .jpe

AddType application/vnd.ms-access .mdb

AddType audio/midi .mid .midi

AddType video/quicktime .mov .gt

AddType audio/mpeg .mp3 .m4a

AddType video/mp4 .mp4 .m4v

AddType video/mpeg .mpeg .mpg .mpe

AddType application/vnd.ms-project .mpp

AddType application/vnd.oasis.opendocument.database .odb
AddType application/vnd.oasis.opendocument.chart .odc
AddType application/vnd.oasis.opendocument.formula .odf
AddType application/vnd.oasis.opendocument.graphics .odg
AddType application/vnd.oasis.opendocument.presentation .odp
AddType application/vnd.oasis.opendocument.spreadsheet .ods
AddType application/vnd.oasis.opendocument.text .odt
AddType audio/ogg .0gg

AddType application/pdf .pdf

AddType image/png .png
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AddType application/vnd.ms-powerpoint .pot .pps .ppt .pptx
AddType audio/x-realaudio .ra .ram

AddType application/x-shockwave-flash .swf

AddType application/x-tar .tar

AddType image/tiff .tif .tiff

AddType audio/wav .wav

AddType audio/wma .wma

AddType application/vnd.ms-write .wri

AddType application/vnd.ms-excel .xla .xls .xlsx .xlt .xlw
AddType application/zip .zip

<IfModule/>

<IfModule mod_expires.c>

ExpiresActive On

"ExpiresByType text/css "access plus 1 month
"ExpiresByType application/x-javascript "access plus 1 month
"ExpiresByType text/richtext "access plus 1 day
"ExpiresByType image/svg+xml "access plus 1 day
"ExpiresByType text/plain "access plus 1 day
"ExpiresByType text/xsd "access plus 1 day

"ExpiresByType text/xsl "access plus 1 day

"ExpiresByType video/asf "access plus 1 month
"ExpiresByType video/avi "access plus 1 month
"ExpiresByType image/bmp "access plus 1 month
"ExpiresByType application/java "access plus 1 month
"ExpiresByType video/divx "access plus 1 month
"ExpiresByType application/msword "access plus 1 month
"ExpiresByType application/x-msdownload "access plus 1 month
"ExpiresByType image/gif "access plus 1 month
"ExpiresByType application/x-gzip "access plus 1 month
"ExpiresByType image/x-icon "access plus 1 month
"ExpiresByType image/jpeg "access plus 1 month
"ExpiresByType application/vnd.ms-access "access plus 1 month
"ExpiresByType audio/midi "access plus 1 month
"ExpiresByType video/quicktime "access plus 1 month
"ExpiresByType audio/mpeg "access plus 1 month
"ExpiresByType video/mp4 "access plus 1 month
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"ExpiresByType video/mpeg "access plus 1 month
"ExpiresByType application/vnd.ms-project "access plus 1 month
ExpiresByType application/vnd.oasis.opendocument.database "access plus

"1 month

ExpiresByType application/vnd.oasis.opendocument.chart "access plus 1
"month

ExpiresByType application/vnd.oasis.opendocument.formula "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.graphics "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.presentation "access
"plus 1 month

ExpiresByType application/vnd.oasis.opendocument.spreadsheet "access
"plus 1 month

ExpiresByType application/vnd.oasis.opendocument.text "access plus 1
"month

"ExpiresByType audio/ogg "access plus 1 month

"ExpiresByType application/pdf "access plus 1 month
"ExpiresByType image/png "access plus 1 month

"ExpiresByType application/vnd.ms-powerpoint "access plus 1 month
"ExpiresByType audio/x-realaudio "access plus 1 month
"ExpiresByType application/x-shockwave-flash "access plus 1 month
"ExpiresByType application/x-tar "access plus 1 month
"ExpiresByType image/tiff "access plus 1 month

"ExpiresByType audio/wav "access plus 1 month

"ExpiresByType audio/wma "access plus 1 month

"ExpiresByType application/vnd.ms-write "access plus 1 month
"ExpiresByType application/vnd.ms-excel "access plus 1 month
"ExpiresByType application/zip "access plus 1 month

<IfModule/>

<IfModule mod_deflate.c>

<IfModule mod_setenvif.c>

BrowserMatch *Mozilla/4 gzip-only-text/html
BrowserMatch *Mozilla/4.0[678] no-gzip
BrowserMatch bMSIE !no-gzip !gzip-only-text/html
BrowserMatch bMSI[E] 'no-gzip !gzip-only-text/html
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<lfModule/>

<IfModule mod_headers.c>
Header append Vary User-Agent env=Idont-vary
<lfModule/>

<lfModule mod_.c>

AddOutputByType DEFLATE text/css application/x-javascript text/html
text/richtext image/svg+xml text/plain text/xsd text/xs| text/xml image/x-icon
<IfModule/>

<IfModule/>

<"$FilesMatch "\.(css|js|CSS|JS)=

<IfModule mod_headers.c>

"Header set Pragma "public

"Header append Cache-Control "public, must-revalidate, -revalidate
<lfModule/>

FileETag MTime Size

<IlfModule mod_headers.c>

"Header set X-Powered-By "W3 Total Cache/0.9.1.3

<lfModule/>

<FilesMatch/>

FilesMatch >
<"$"\.(rtf|rtx|svg|svgz|txt|xsd|xsl|RTF|RTX|SVG|SVGZ|TXT|XSD|XSL|)
<IfModule mod_headers.c>

"Header set Pragma "public

"Header append Cache-Control "public, must-revalidate, -revalidate
<IfModule/>

FileETag MTime Size

<IfModule mod_headers.c>

"Header set X-Powered-By "W3 Total Cache/0.9.1.3

<|fModule/>

<FilesMatch/>

FilesMatch >
"\.(asf|asx|wax]wmv|wmx|avi|bmp|class|divx|doc|docx|exe|gif|gz|gzip|icoljpg
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lipeg|jpe|mdb|mid|midi|mov|qtjmp3|m4almp4|m4v|mpeg|mpg|mpe|mpp|odb
|odc|odflodg|odp|ods|odt|ogg|pdf|png|pot|pps|ppt|pptx|ra|ram|swi|tar|tif|tiffjw
av|wma|wrilxla|xIs|xIsx|xIt|xIw|zip| ASF|ASX|WAX|WMV|WMX|AVI[BMP|CLA
SS|DIVX|DOC|DOCX|EXE|GIF|GZ|GZIP|ICO|JPG|JPEG|JPE|MDB|MID|MI
DI|MOV|QT|MP3|M4A|MP4|M4V|MPEG|MPG|MPE|MPP|ODB|ODC|ODF|O
DG|ODP|ODS|ODT|OGG|PDF|PNG|POT|PPS|PPT|PPTX|RA|RAM|SWF|T
<"$AR|TIF|TIFF|WAV|WMA|WRIXLA|XLS|XLSX|XLT|XLW|ZIP)

<IfModule mod_headers.c>
"Header set Pragma "public

"Header append Cache-Control "public, must-revalidate, -revalidate

<IfModule/>

FileETag MTime Size
<IfModule mod_headers.c>

"Header set X-Powered-By "W3 Total Cache/0.9.1.3

<IfModule/>

<FilesMatch/>

<lfmodule mod_php4.c>

php_value upload_max_filesize 2M
php_value max_execution_time 30
php_value max_input_time 60
php_value memory_limit 32M
php_value post_max_size 8M
php_flag register_globals off
php_flag display_errors off
php_flag file_uploads on

php_flag log_errors off

php_flag output_buffering off
php_flag register_argc_argv on
php_flag magic_quotes_gpc off
php_flag magic_quotes_runtime off
php_flag magic_quotes_sybase off
php_flag mysql.allow_persistent off
php_flag register_long_arrays on
php_flag allow_url_fopen on
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php_flag cgi.force_redirect on
php_flag enable_dl on
<lfmodule/>

<lfmodule mod_php5.c>

php_value upload_max_filesize 2M
php_value max_execution_time 30
php_value max_input_time 60
php_value memory_limit 32M
php_value post_max_size 8M
php_flag register_globals off
php_flag display_errors off
php_flag file_uploads on

php_flag log_errors off

php_flag output_buffering off
php_flag register_argc_argv on
php_flag magic_quotes_gpc off
php_flag magic_quotes_runtime off
php_flag magic_quotes_sybase off
php_flag mysql.allow_persistent off
php_flag register_long_arrays on
php_flag allow_url_fopen on
php_flag cgi.force_redirect on
php_flag enable_dl on
<Ifmodule/>

L ORS 4Ll guba g httaccess AT g ol ¢ lal was cules 3 shun 3 (59 48 pa ol

1<
BEGIN Compress text files #
<ifModule mod_deflate.c>
<"$filesMatch "\.(css|js|x?htmI?|php)>
SetOutputFilter DEFLATE
7 G .| 7
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<filesMatch/>
<ifModule/>
END Compress text files #

BEGIN Expire headers #

<ifModule mod_expires.c>

ExpiresActive On

"ExpiresDefault "access plus 1 seconds

"ExpiresByType image/x-icon "access plus 2592000 seconds
"ExpiresByType image/jpeg "access plus 2592000 seconds
"ExpiresByType image/png "access plus 2592000 seconds
"ExpiresByType image/gif "access plus 2592000 seconds
ExpiresByType application/x-shockwave-flash "access plus 2592000
"seconds

"ExpiresByType text/css "access plus 604800 seconds
"ExpiresByType text/javascript "access plus 216000 seconds
"ExpiresByType application/javascript "access plus 216000 seconds
"ExpiresByType application/x-javascript "access plus 216000 seconds
"ExpiresByType text/html "access plus 600 seconds
"ExpiresByType application/xhtml+xml "access plus 600 seconds
<ifModule/>

END Expire headers i

BEGIN Cache-Control Headers #

<ifModule mod_headers.c>

<"$filesMatch "\.(ico|jpe?g|png|gif|swf)>

"Header set Cache-Control "max-age=2592000, public
<filesMatch/>

<"$filesMatch "\.(css)>

"Header set Cache-Control "max-age=604800, public
<filesMatch/>

<"$filesMatch "\.(js)=

"Header set Cache-Control "max-age=216000, private
<filesMatch/>
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<"$filesMatch "\.(x?htmI?|php)=
"Header set Cache-Control "max-age=600, private, must-revalidate
<filesMatch/>

<ifModule/>
END Cache-Control Headers #

BEGIN Turn ETags Off #
<ifModule mod_headers.c>
Header unset ETag
<ifModule/>

FileETag None
END Turn ETags Off #

BEGIN Remove Last-Modified Header #
<ifModule mod_headers.c>

Header unset Last-Modified
<ifModule/>

END Remove Last-Modified Header #

<IfModule mod_mime.c>

AddType text/css .css

AddType application/x-javascript .js
AddType text/richtext .rtf .rtx

AddType image/svg+xml .svg .svgz
AddType text/plain .txt

AddType text/xsd .xsd

AddType text/xsl .xsl

AddType video/asf .asf .asx .wax .wmv .wmx
AddType video/avi .avi

AddType image/omp .bmp

AddType application/java .class
AddType video/divx .divx

AddType application/msword .doc .docx
AddType application/x-msdownload .exe
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AddType image/gif .gif

AddType application/x-gzip .gz .gzip

AddType image/x-icon .ico

AddType image/jpeg .jpg .jpeg .jpe

AddType application/vnd.ms-access .mdb

AddType audio/midi .mid .midi

AddType video/quicktime .mov .gt

AddType audio/mpeg .mp3 .m4a

AddType video/mp4 .mp4 .m4v

AddType video/mpeg .mpeg .mpg .mpe

AddType application/vnd.ms-project .mpp

AddType application/vnd.oasis.opendocument.database .odb
AddType application/vnd.oasis.opendocument.chart .odc
AddType application/vnd.oasis.opendocument.formula .odf
AddType application/vnd.oasis.opendocument.graphics .odg
AddType application/vnd.oasis.opendocument.presentation .odp
AddType application/vnd.oasis.opendocument.spreadsheet .ods
AddType application/vnd.oasis.opendocument.text .odt
AddType audio/ogg .0gg

AddType application/pdf .pdf

AddType image/png .png

AddType application/vnd.ms-powerpoint .pot .pps .ppt .pptx
AddType audio/x-realaudio .ra .ram

AddType application/x-shockwave-flash .swf

AddType application/x-tar .tar

AddType image/tiff .tif .tiff

AddType audio/wav .wav

AddType audio/wma .wma

AddType application/vnd.ms-write .wri

AddType application/vnd.ms-excel .xla .xls .xIsx .xIt .xlw
AddType application/zip .zip

<lfModule/>

<lfModule mod_expires.c>

ExpiresActive On

"ExpiresByType text/css "access plus 1 month
"ExpiresByType application/x-javascript "access plus 1 month
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"ExpiresByType text/richtext "access plus 1 day

"ExpiresByType image/svg+xml "access plus 1 day

"ExpiresByType text/plain "access plus 1 day

"ExpiresByType text/xsd "access plus 1 day

"ExpiresByType text/xsl "access plus 1 day

"ExpiresByType video/asf "access plus 1 month

"ExpiresByType video/avi "access plus 1 month

"ExpiresByType image/bmp "access plus 1 month

"ExpiresByType application/java "access plus 1 month

"ExpiresByType video/divx "access plus 1 month

"ExpiresByType application/msword "access plus 1 month
"ExpiresByType application/x-msdownload "access plus 1 month
"ExpiresByType image/gif "access plus 1 month

"ExpiresByType application/x-gzip "access plus 1 month

"ExpiresByType image/x-icon "access plus 1 month

"ExpiresByType image/jpeg "access plus 1 month

"ExpiresByType application/vnd.ms-access "access plus 1 month
"ExpiresByType audio/midi "access plus 1 month

"ExpiresByType video/quicktime "access plus 1 month

"ExpiresByType audio/mpeg "access plus 1 month

"ExpiresByType video/mp4 "access plus 1 month

"ExpiresByType video/mpeg "access plus 1 month

"ExpiresByType application/vnd.ms-project "access plus 1 month
ExpiresByType application/vnd.oasis.opendocument.database "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.chart "access plus 1
"month

ExpiresByType application/vnd.oasis.opendocument.formula "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.graphics "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.presentation "access
"plus 1 month

ExpiresByType application/vnd.oasis.opendocument.spreadsheet "access
"plus 1 month
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ExpiresByType application/vnd.oasis.opendocument.text "access plus 1
"month

"ExpiresByType audio/ogg "access plus 1 month

"ExpiresByType application/pdf "access plus 1 month
"ExpiresByType image/png "access plus 1 month

"ExpiresByType application/vnd.ms-powerpoint "access plus 1 month
"ExpiresByType audio/x-realaudio "access plus 1 month
"ExpiresByType application/x-shockwave-flash "access plus 1 month
"ExpiresByType application/x-tar "access plus 1 month
"ExpiresByType image/tiff "access plus 1 month

"ExpiresByType audio/wav "access plus 1 month

"ExpiresByType audio/wma "access plus 1 month

"ExpiresByType application/vnd.ms-write "access plus 1 month
"ExpiresByType application/vnd.ms-excel "access plus 1 month
"ExpiresByType application/zip "access plus 1 month

<IfModule/>

<IfModule mod_deflate.c>

<IfModule mod_setenvif.c>

BrowserMatch *Mozilla/4 gzip-only-text/html
BrowserMatch *Mozilla/4.0[678] no-gzip
BrowserMatch bMSIE 'no-gzip !gzip-only-text/html
BrowserMatch bMSI[E] !no-gzip !gzip-only-text/html
<lfModule/>

<lfModule mod_headers.c>

Header append Vary User-Agent env=Idont-vary
<lfModule/>

<lfModule mod_.c>
AddOutputByType DEFLATE text/css application/x-javascript text/html

text/richtext image/svg+xml text/plain text/xsd text/xsl text/xml image/x-icon

<IfModule/>
<IfModule/>

<"$FilesMatch "\.(css|js|CSS|JS)>
<IfModule mod_headers.c>
"Header set Pragma "public
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"Header append Cache-Control "public, must-revalidate, -revalidate
<IfModule/>

FileETag MTime Size

<IlfModule mod_headers.c>

"Header set X-Powered-By "W3 Total Cache/0.9.1.3
<IfModule/=

<FilesMatch/>

FilesMatch >
<"$"\.(rtf|rtx|svg|svgz|txt|xsd|xsl|RTF|RTX|SVG|SVGZ|TXT|XSD|XSL|)
<IfModule mod_headers.c>

"Header set Pragma "public

"Header append Cache-Control "public, must-revalidate, -revalidate
<lfModule/>

FileETag MTime Size

<IfModule mod_headers.c>

"Header set X-Powered-By "W3 Total Cache/0.9.1.3
<lfModule/>

<FilesMatch/>

FilesMatch =
"\.(asf|asx|wax|wmv|wmx|avilbmp|class|divx|doc|docx|exe|gif|gz|gziplico|jpg
lipegljpe|mdb|mid|midijmov|gt|mp3|m4ajmp4|m4v|mpeg|mpg|mpe|mpp|odb
|odc|odflodg|odp|ods|odt|ogg|pdf|png|pot|pps|ppt|pptx|ralram|swf|tar|tif|tiffjw
av|wma|wri|xla|xIs|xlsx|xIt|xIw|zip| ASF|ASX|WAX|WMV|WMX|AVI|BMP|CLA
SS|DIVX|DOC|DOCX|EXE|GIF|GZ|GZIP|ICO|JPG|JPEG|JPE|MDB|MID|MI
DI|MOV|QT|MP3|M4A|MP4|M4V|MPEG|MPG|MPE|MPP|ODB|ODC|ODF|O
DG|ODP|ODS|ODT|OGG|PDF|PNG|POT|PPS|PPT|PPTX|RA|RAM|SWF|T
<"$AR|TIF|TIFF|WAV|WMA|WRI|XLA|XLS|XLSX|XLT|XLW|ZIP)

<IfModule mod_headers.c>

"Header set Pragma "public

"Header append Cache-Control "public, must-revalidate, -revalidate
<lfModule/=>

FileETag MTime Size
<lfModule mod_headers.c>
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"Header set X-Powered-By "W3 Total Cache/0.9.1.3
<IfModule/>

<FilesMatch/>

<lfmodule mod_php4.c>

php_value upload_max_filesize 2M
php_value max_execution_time 30
php_value max_input_time 60
php_value memory_limit 32M
php_value post_max_size 8M
php_flag register_globals off
php_flag display_errors off
php_flag file_uploads on

php_flag log_errors off

php_flag output_buffering off
php_flag register_argc_argv on
php_flag magic_quotes_gpc off
php_flag magic_quotes_runtime off
php_flag magic_quotes_sybase off
php_flag mysql.allow_persistent off
php_flag register_long_arrays on
php_flag allow_url_fopen on
php_flag cgi.force_redirect on
php_flag enable_dl on
<Ifmodule/>

<lfmodule mod_php5.c>
php_value upload_max_filesize 2M
php_value max_execution_time 30
php_value max_input_time 60
php_value memory_limit 32M
php_value post_max_size 8M
php_flag register_globals off
php_flag display_errors off
php_flag file_uploads on
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php_flag log_errors off

php_flag output_buffering off
php_flag register_argc_argv on
php_flag magic_quotes_gpc off
php_flag magic_quotes_runtime off
php_flag magic_quotes_sybase off
php_flag mysgl.allow_persistent off
php_flag register_long_arrays on
php_flag allow_url_fopen on
php_flag cgi.force_redirect on
php_flag enable_dl on

<lfmodule>

Htaccess. o sics Hls3 93 sal g sta 3l

a5 sl 5 saland ool aad aiu s LsTHEaccess. Ll Lol ) giws b« Jla
S dore lad 4 ) ol gews SIS
Htaccess Builder

http://htaccessbui | der.com
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HTACCESS BUILDER

BUILDIR

htaccess redirect generator.

ht t p://wawht accessredi rect .net

Don’s Tools htaccess Generator

htaccessEditor — Create a .htaccess File
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http://wahtaccessedi tor.comen.sht ni

| htaccess’ (/1! Englizh 3
e D10 crvarivg rraconn s mAk e

| ttaccess create

# Create a .htaccess file LEFES

Easily create .htaccess files online HCEERADY T4,

& Deny all access to Fles

2 Deny 4 occets  fles - (B} Wo weuld strongly recommend chocsing ‘Desy(Y)" It yeu do ok hava any parbauar
3 pasic suthantication (8) reeson.

3 Emor page (£ . A4

3 Defout page (D
3 satup WWW (W)
3 Rediract drectives (8

D Avcess restriction (41

Mod Rewrite Generator by Generatelt.net

ht t p://wawgenerat ei t .net /nod-rewri t e/i ndex.php

#; Generate Tt! p— i et woi

Mod Rewrite Generator e

with feta of pwramaiers, they wre sasier o index i the drt SPONSONS

¥ Rawrike URL 10 gerier e your few L
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http://www.askapache.com/category/htaccess/

https://www.branded3.com/blog/htaccess-mod_rewrite-ultimate-guide/
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http://serverfault.com/questions/214512/redirect-change-urls-or-redirect-
http-to-https-in-apache-everything-you-ever
http://wiki.apache.org/httpd/Htaccess
http://httpd.apache.org/docs/current/howto/htaccess.html
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